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Preface

Audience

This preface contains these topics:

e Audience
e Documentation Accessibility
» Related Documentation

e Conventions

Backup and Recovery Reference is intended for database administrators who perform the
following tasks:

* Use Recovery Manager (RMAN) to back up, restore, and recover Oracle databases
*  Perform maintenance on RMAN backups of database files

To use this document, you must know the following:

* Relational database concepts and basic database administration as described in Oracle
Database Concepts and the Oracle Database Administrator's Guide

«  RMAN concepts and tasks as described in Oracle Database Backup and Recovery User's
Guide

e The operating system environment under which you run Oracle Database

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility
Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My
Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Related Documentation

ORACLE

For more information, see these Oracle resources:
e Oracle Database Backup and Recovery User's Guide
e QOracle Database Reference

e Oracle Database Ultilities


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Preface

Many of the examples in this book use the sample schemas of the seed database, which is
installed by default when you install Oracle. Refer to Oracle Database Sample Schemas for
information on how these schemas were created and how you can use them yourself.

Conventions

The text in this reference adheres to the following conventions:
e  UPPERCASE monospace

RMAN keywords, SQL keywords, column headings in tables and views, and initialization
parameters.

° lowercase monospace
Variable text in RMAN examples.
e italics

RMAN or SQL placeholders, that is, text that should not be entered as is, but represents a
value to be entered by the user.

¢ See Also:

About RMAN Commands for more information about RMAN conventions

ORACLE



About RMAN Commands

This chapter includes the following topics:
¢ RMAN Syntax Diagrams

¢ Format of RMAN Commands

*  RMAN Reserved Words

e Summary of RMAN Commands

e Summary of RMAN Subclauses

1.1 RMAN Syntax Diagrams

ORACLE

Syntax descriptions are provided in this book for RMAN command-line constructs in graphic
form or Backus Naur Form (BNF).

This section explains RMAN conventions exclusively. See Oracle Database SQL Language
Reference for general information about how to interpret syntax diagrams and BNF notation.

Recovery Manager syntax diagrams use lines and arrows to show syntactic structure, as
shown in the following example for the CATALOG command.

catalog::=

]
ARCHIVELOG .
l—' -fl '
BACKUPPIECE I e

{ BACKUPPIECE FROM FILE J{” p(filename){ "}

APREPITGRT —
BACKUPPIECE fi N
H DEVICE TYPE |{(deviceSpecifier [ plename) |
BACKUPPIECE FROM FILE {* (flename){ ]

[ CONTROLFILECOPY pﬁ Rfilenameg ' ,J
H}
[D?DTD] ] ]

TAG [N tag_name [N
TAFILECOPY filename )y ’ - -

[DA
RECOVERY AREA
DB_RECOVERY_FILE_DEST NOPROPT J

START WITH }{” (string_patter

This section describes the components of syntax diagrams and gives examples of how to write
RMAN commands. Syntax diagrams are made up of these items:

e Keywords in RMAN Syntax
e Placeholders in RMAN Syntax
e Quotes in RMAN Syntax

1-1



Chapter 1
RMAN Syntax Diagrams

1.1.1 Keywords in RMAN Syntax

Keywords have special meanings in Recovery Manager syntax.

In the syntax diagrams, keywords appear in rectangular boxes and an uppercase font, like the
word CATALOG in the example diagram. When used in text and code examples, RMAN
keywords appear in uppercase, monospace font, for example, CATALOG DATAFILECOPY. You
must use keywords in RMAN statements exactly as they appear in the syntax diagram, except
that they can be either uppercase or lowercase.

1.1.2 Placeholders in RMAN Syntax

Placeholders in syntax diagrams indicate non-keywords.

In the syntax diagrams, placeholders appear in ovals, as in the word integer in the example
diagram. When described in text, RMAN placeholders appear in lowercase italic, for example,
'filename'.

Placeholders are usually:

* Names of database objects (tablespace_name)
e Oracle data type names (date_string)
e Subclauses (datafileSpec)

When you see a placeholder in a syntax diagram, substitute an object or expression of the
appropriate type in the RMAN statement. For example, to write a DUPLICATE TARGET DATABASE
TO 'database_name' command, use the name of the duplicate database you want to create,
such as dupdb, for the database_name placeholder in the diagram.

The only system-independent, valid environment variables in RMAN quoted strings are a

guestion mark (?) for the Oracle home and an at-sign (@) for the SID. However, you can use
operating system-specific environment variables on the target system within quoted strings.
The environment variables are interpreted by the database server and not the RMAN client.

The following table shows placeholders that appear in the syntax diagrams and provides
examples of the values you might substitute for them in your statements.

Placeholder Description Examples
Quoted strings such as A string of characters contained in either "?/dbs/cf. "
'filename', single or double quotes. A quoted string "devl!
'tablespace name', may contain white space, punctuation, and

'channel name' , RMAN and SQL keyWOrdS.

'channel parms'

Nonquoted strings such as A sequence of characters containing no chl
channel id, tag name, white space and no punctuation characters

date string and starting with an alphabetic character.

integer Any sequence of only numeric characters. 67843

1.1.3 Quotes in RMAN Syntax

RMAN syntax diagrams contain some placeholder values that are enclosed in required or
optional quotes.

ORACLE 1o



Chapter 1
Format of RMAN Commands

The syntax diagrams show single quotes, though in all cases double quotes are also valid in
RMAN syntax. For example, you may specify either ' filename' or "filename".

1.2 Format of RMAN Commands

The RMAN language is free-form. Keywords must be separated by at least one white space
character (such as a space, tab, or line break).

An RMAN command starts with a keyword corresponding to a command described in RMAN
Commands: @ (at sign) to QUIT, followed by arguments and ending with a semicolon, as
shown in the syntax diagrams.

The following example shows an RMAN backup command:

BACKUP DATABASE;

A command can span multiple lines. For example, you can rewrite each keyword in the
preceding command on a separate line as follows:

BACKUP
DATABASE

’

The maximum length for an RMAN command in a single line is 4000 characters. When a
command exceeds this length, you can either split the command into multiple commands or
use multiple lines for the command (use the Enter key to make the command span multiple
lines). For example, if a BACKUP command that backs up multiple data files exceeds 4000
characters, then you can either split this command into two separate BACKUP commands or
make the single BACKUP command span multiple lines.

You can insert a comment by using a pound (#) character at any point in a line. After the #
character, the remainder of the line is ignored. For example:

# run this command once each day
BACKUP INCREMENTAL LEVEL 1

FOR RECOVER OF COPY # using incrementally updated backups
WITH TAG "DAILY BACKUP" # daily backup routine
DATABASE;

1.3 About RMAN Reserved Words

ORACLE

The RMAN language contains reserved words, which are or have been used in RMAN
commands. In general, avoid using reserved words in ways that conflict with their primary
meaning in the RMAN command language.

If you must use a reserved word as an argument to an RMAN command (for example, as a file
name, tablespace name, tag name, and so on), then surround it with single or double quotes.
Otherwise, RMAN cannot parse your command correctly and generates an error. Example 1-1
shows correct and incorrect usage of RMAN reserved words in RMAN commands.

Example 1-1 Using Reserved Words as Arguments to RMAN Commands

ALLOCATE CHANNEL backup DEVICE TYPE DISK; # incorrect
ALLOCATE CHANNEL "backup" DEVICE TYPE DISK; # correct
BACKUP DATABASE TAG full; # incorrect
BACKUP DATABASE TAG 'full'; # correct

1-3



Chapter 1
Summary of RMAN Commands

# See Also:

RMAN Reserved Words for a list of all the current reserved words

1.4 Summary of RMAN Commands

RMAN commands can be executed at the RMAN prompt, within a RUN command, or both.

All commands from previous RMAN releases work with the current release, although some
commands and options are now deprecated (see Deprecated RMAN Syntax). For command-
line options for the RMAN client, refer to RMAN. Table 1-1 provides a functional summary of the
RMAN commands.

Table 1-1 Recovery Manager Commands

Command

Purpose

@ (at sign)
@@ (double at sign)

ADVISE FAILURE
ALLOCATE CHANNEL

ALLOCATE CHANNEL FOR
MAINTENANCE

BACKUP
CATALOG
CHANGE

CONFIGURE
CONNECT

CONVERT
CREATE CATALOG
CREATE SCRIPT
CROSSCHECK

DELETE

DELETE SCRIPT
DESCRIBE

DROP CATALOG
DROP DATABASE

ORACLE

Run a command file.

Run a command file in the same directory as another command file that is currently
running. The @@ command differs from the @ command only when run from within a
command file.

Display repair options.
Establish a channel, which is a connection between RMAN and a database instance.

Allocate a channel in preparation for issuing maintenance commands such as
DELETE.

Back up database files, copies of database files, archived logs, or backup sets.
Add information about file copies and user-managed backups to the repository.

Mark a backup piece, image copy, or archived redo log as having the status
UNAVAILABLE or AVAILABLE; remove the repository record for a backup or copy;
override the retention policy for a backup or copy; update the recovery catalog with the
DB _UNIQUE NAME for the target database.

Configure persistent RMAN settings. These settings apply to all RMAN sessions until
explicitly changed or disabled.

Establish a connection between RMAN and a target, auxiliary, or recovery catalog
database.

Convert data file formats for transporting tablespaces and databases across platforms.
Create the schema for the recovery catalog.
Create a stored script and store it in the recovery catalog.

Determine whether files managed by RMAN, such as archived logs, data file copies,
and backup pieces, still exist on disk or tape.

Delete backups and copies, remove references to them from the recovery catalog, and
update their control file records to status DELETED.

Delete a stored script from the recovery catalog.
List the column definitions of a table or view.

Remove the schema from the recovery catalog.

Delete the target database from disk and unregisters it.

1-4



Chapter 1
Summary of RMAN Commands

Table 1-1 (Cont.) Recovery Manager Commands

Command

Purpose

DUPLICATE

EXECUTE SCRIPT
EXIT

GRANT
HOST

IMPORT CATALOG
LIST

PRINT SCRIPT
QUIT

RECOVER

REGISTER DATABASE
RELEASE CHANNEL

REPAIR FAILURE
REPLACE SCRIPT

REPORT
RESET DATABASE

RESTORE
RESYNC CATALOG

REVOKE
RMAN
RUN

SEND
SET

SHOW
SHUTDOWN

SPOOL
SQL
SQL (Quoted)

ORACLE

FLASHBACK DATABASE

Use backups of the target database to create a duplicate database that you can use
for testing purposes or to create a standby database.

Run an RMAN stored script.

Quit the RMAN executable.

Return the database to its state at a previous time or SCN.
Grant privileges to a recovery catalog user.

Invoke an operating system command-line subshell from within RMAN or run a
specific operating system command.

Imports the metadata from one recovery catalog into a different recovery catalog.
Produce a detailed listing of backup sets or copies.

Display a stored script.

Exit the RMAN executable.

Apply redo log files and incremental backups to data files or data blocks restored from
backup or data file copies, to update them to a specified time.

Register the target database in the recovery catalog.

Release a channel that was allocated with an ALLOCATE CHANNEL command or
ALLOCATE CHANNEL FOR MAINTENANCE command.

Repair one or more failures recorded in the automated diagnostic repository.

Replace an existing script stored in the recovery catalog. If the script does not exist,
then REPLACE SCRIPT creates it.

Perform detailed analyses of the content of the recovery catalog.

Inform RMAN that the SQL statement ALTER DATABASE OPEN RESETLOGS has been
executed and that a new incarnation of the target database has been created, or reset
the target database to a prior incarnation.

Restore files from backup sets or from disk copies to the default or a new location.

Perform a full resynchronization, which creates a snapshot control file and then copies
any new or changed information from that snapshot control file to the recovery catalog.

Revoke privileges from a recovery catalog user.
Start RMAN from the operating system command line.

Execute a sequence of one or more RMAN commands, which are one or more
statements executed within the braces of RUN.

Send a vendor-specific quoted string to one or more specific channels.

Set the value of various attributes that affect RMAN behavior for the duration of a RUN
block or a session.

Display the current CONFIGURE settings.

Shut down the target database. This command is equivalent to the SQL*Plus
SHUTDOWN command.

Write RMAN output to a log file.
Execute a SQL statement or PL/SQL procedures from within Recovery Manager.

Execute a SQL statement from within Recovery Manager. See the SQL command for
improved syntax.
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Chapter 1
Summary of RMAN Subclauses

Table 1-1 (Cont.) Recovery Manager Commands

Command Purpose

STARTUP Start the target database. This command is equivalent to the SQL*Plus STARTUP
command.

SWITCH Specify that a data file copy is now the current data file, that is, the data file pointed
to by the control file.

TRANSPORT TABLESPACE Create transportable tablespace sets from backup for one or more tablespaces.

UNREGISTER Unregister a database from the recovery catalog.

UPGRADE CATALOG Upgrade the recovery catalog schema from an older version to the version required by
the RMAN executable.

VALIDATE Examine a backup set and report whether its data is intact. RMAN scans all of the

backup pieces in the specified backup sets and looks at the checksums to verify that
the contents can be successfully restored.

1.5 Summary of RMAN Subclauses

RMAN subclauses are used in multiple commands.

Subclauses are documented in a separate chapter to avoid unnecessary duplication. The
descriptions of commands that use these subclauses include a cross-reference to the
subclause entry in RMAN Subclauses. Table 1-2 summarizes the RMAN subclauses.

Table 1-2 Recovery Manager Subclauses

Subclause

Specifies . ..

allocOperandList
archivelogRecordSpecifier
completedTimeSpec
connectStringSpec

datafileSpec

dbObject

deviceSpecifier
fileNameConversionSpec

forDbUniqueNameOption
foreignFileSpec

foreignlogRecordSpecifier
formatSpec

keepOption

listObjList

maintQualifier

ORACLE

Channel control options such as PARMS and FORMAT
A range of archived redo log files
A time range during which the backup or copy completed

The user name, password, and net service name for connecting to a target,
recovery catalog, or auxiliary database. The connection is necessary to
authenticate the user and identify the database

A data file by file name or absolute file number
A database or part of a database.
The type of storage device for a backup or copy

Patterns to transform source to target file names during BACKUP AS COPY,
CONVERT and DUPLICATE

All databases in a Data Guard environment or a database with the specified
DB UNIQUE NAME

Names of database objects to be recovered and the backup sets that contain
these objects

A range of foreign archived redo log files
A file name format for a backup or copy
A backup or copy is or is not exempt from the current retention policy

Items to be displayed by the LIST command

Additional options for maintenance commands such as DELETE and CHANGE
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Chapter 1
Summary of RMAN Subclauses

Table 1-2 (Cont.) Recovery Manager Subclauses
|

Subclause Specifies . . .

maintSpec Files operated on by maintenance commands such as CHANGE, CROSSCHECK,
and DELETE

obsOperandList Backups that are obsolete according to specified criteria

recordSpec Objects that the maintenance commands operate on

sizeSpec Size of the data

tempfileSpec A temp file by path or by file number

untilClause An upper limit by time, SCN, or log sequence number. This clause is usually used
to specify the desired point in time for an incomplete recovery

ORACLE e



RMAN Commands: @ (at sign) to QUIT

ORACLE

This chapter describes RMAN commands in alphabetical order. For a summary of the RMAN

commands and command-line options, refer to "Summary of RMAN Commands".

@ (at sign)
@@ (double at sign)
ADVISE FAILURE

ALLOCATE CHANNEL
ALLOCATE CHANNEL FOR MAINTENANCE

BACKUP
CATALOG
CHANGE
CONFIGURE
CONNECT
CONVERT
CREATE CATALOG
CREATE SCRIPT
CROSSCHECK
DELETE

DELETE SCRIPT
DESCRIBE

DROP CATALOG
DROP DATABASE
DUPLICATE
EXECUTE SCRIPT
EXIT

FLASHBACK DATABASE

GRANT
HOST

IMPORT CATALOG
LIST

PRINT SCRIPT
QuUIT
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# Note:

A multitenant container database is the only supported architecture in Oracle
Database 21c. While the documentation is being revised, legacy terminology may
persist. In most cases, "database" and "non-CDB" refer to a CDB or PDB, depending
on context. In some contexts, such as upgrades, "non-CDB" refers to a hon-CDB
from a previous release.

2.1 @ (at sign)

ORACLE

Purpose

Use the @ command to execute a series of RMAN commands stored in an operating system file
with the specified path name.

# Note:

The file must contain complete RMAN commands. Partial commands generate
syntax errors.

Prerequisites
The command file must contain complete RMAN commands.

If you use the @ command within a RUN command, then the ¢ command must be on its own line
(see Example 2-2).

Usage Notes

RMAN processes the file as though its contents were entered instead of the @ command. As
shown in Example 2-3, you can specify substitution variables in a command file and then pass
values to the command file during execution.

2 See Also:

RMAN to learn more about using substitution variables in RMAN

Syntax
@::=

(@ (feram®)
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Semantics

Syntax Element

Description

filename

Specifies the name of a command file, for example, @/oracle/dbs/cmd/cmdl . rman. If
you do not specify the absolute path name, then the current working directory is
assumed, for example, @cmdl . rman.

Any file extension (or no file extension) is valid. Do not use quotes around the string or
leave whitespace between the @ keyword and the file name.

Examples
Example 2-1 Running a Command File from the Operating System Command Line

This example creates an RMAN command file and then executes it from the operating system
command line.

% echo "BACKUP DATABASE;" > backup db.rman
% rman TARGET / @backup_db.rman

Example 2-2 Running a Command File Within RMAN

This example shows how you can execute a command file from the RMAN prompt and from
within a RUN command. User-entered text appears in bold.

RMAN> @backup_db.rman
RMAN> RUN {

2> @backup_db.rman

3> backup database;
4> **end-of-file**
5>}

Example 2-3 Specifying Substitution Variables

Suppose that you use a text editor to create command file whole db.rman with the following
contents:

# name: whole db.rman
BACKUP TAG &1 COPIES &2 DATABASE;
EXIT;

The following example starts RMAN from the operating system prompt and connects to the
target database. The example then runs the @ command, passing variables to the command
file to create two database backups with tag 0106

% rman TARGET /
RMAN> @/tmp/whole db.rman Q106 2

2.2 @@ (double at sign)

ORACLE

Purpose

Use the @@ command to execute a series of RMAN commands stored in an operating system
file with the specified file name.

If ee is contained in a command file, then @efilename directs RMAN to look for the specified
file name in the same directory as the command file from which it was called. If not used within
a command file, the ¢ command is identical to the @ (at sign) command.
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Prerequisites

The command file must contain complete RMAN commands.

Usage Notes

The command file is local to the RMAN client. The name resolution of the file is dependent on
the operating system. For example, @tmp/cmdl.rman in UNIX or Windows means that tmp is a
subdirectory of the current directory and that the file cmd1 . rman is in this subdirectory.

To illustrate the differences between the @ and @@ commands, assume that you invoke RMAN
as follows:

% rman TARGET /
RMAN> @/tmp/cmdl.rman

Assume that the command @ecmd2. rman appears inside the cmdl. rman script. In this case, the
@@ command directs RMAN to search for the file cmd2. rman in the directory /tmp.

As with the @ command, you can specify substitution variables in a command file and then
pass values to the command file during execution of ¢@ (see Example 2-4).

Syntax
@@:=
Semantics
Syntax Element Description
filename Specifies the name of a command file, for example, @@cmd2 . rman.
Example
Example 2-4 Calling a Command File Within Another Command File
The following operating system commands create command files backup logs.rman and
backup db.rman:
% echo "BACKUP ARCHIVELOG ALL;" > /tmp/bkup logs.rman
% echo "BACKUP TAG &1 DATABASE;" > /tmp/bkup db.rman
% echo "@Ebkup logs.rman" >> /tmp/bkup db.rman
The following example starts RMAN from the command line and connects to the target
database with operating system authentication. The @ command executes bkup db.rman,
which contains the command @ebkup logs.rman. The ¢¢ command looks for the
bkup logs.rman script in the same directory in which bkup db.rman is located. The example
uses a substitution variable to specify the tag WHOLE DB for the database backup.
% rman TARGET /
RMAN> @/tmp/bkup db.rman whole db
ORACLE
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2.3 ADVISE FAILURE

ORACLE

Purpose

Use the ADVISE FAILURE command to display repair options for the specified failures. This
command prints a summary of the failures identified by the Data Recovery Advisor and
implicitly closes all open failures that are fixed.

The recommended workflow is to run the following commands in an RMAN session: LIST
FAILURE to display failures, ADVISE FAILURE to display repair options, and REPAIR FAILURE to
fix the failures.

Starting in Oracle Database 19c, the Data Recovery Advisor (DRA) feature is deprecated.

The deprecation of DRA includes deprecation of the following Oracle Recovery Manager
(RMAN) commands: LIST FAILURE, ADVISE FAILURE, REPAIR FAILURE, and CHANGE

FAILURE. Database administrators will no longer have access to these commands. There is no
replacement feature for DRA.

Prerequisites

RMAN must be connected to a target database. See the CONNECT and RMAN commands to
learn how to connect to a database as TARGET.

The target database instance must be started. The target database must be a single-instance
database and must not be a physical standby database, although it can be a logical standby
database.

In the current release, Data Recovery Advisor only supports single-instance databases. Oracle
Real Application Clusters (Oracle RAC) databases are not supported.

Usage Notes

Data Recovery Advisor verifies repair feasibility before proposing a repair strategy. For
example, Data Recovery Advisor checks that all backups and archived redo log files needed
for media recovery are available. The ADVISE FAILURE output indicates the repair strategy that
Data Recovery Advisor considers optimal for a given set of failures. The ADVISE FAILURE
command can generate both manual and automated repair options.

Manual Repair Options

Manual repair options are either mandatory or optional. The optional actions may fix the
failures more quickly or easily than automated repairs. For example, Data Recovery Advisor
may recommend a failover to a standby database as an alternative to a primary database
repair.

In other cases, the only options are manual because automated repairs are not feasible. For
example, 1/O failures often cannot be repaired automatically. Also, it is sometimes impossible
to diagnose a failure because insufficient data is returned by the operating system or the disk
subsystem.

Automated Repair Options

Each automated repair option is either a single repair or a set of repair steps (see Table 2-1 for
a description of command output). When a repair option has a script that contains multiple
repair steps, ADVISE FAILURE generates the script so that the repair steps are in the correct
order. A single repair always fixes critical failures together. You must repair critical failures, but

2-5



Chapter 2
ADVISE FAILURE

you can also repair noncritical failures at the same time. You can repair noncritical failures in a
random order, one by one, or in groups.

Oracle RAC and Data Recovery Advisor

If a data failure brings down all instances of an Oracle RAC database, then you can mount the
database in single-instance mode and use Data Recovery Advisor to detect and repair control
file, SYSTEM data file, and dictionary failures. You can also initiate health checks to test other
database components for data failures. This approach does not detect data failures that are
local to other cluster instances, for example, an inaccessible data file.

Syntax

advise::=

Low

I failureNumber l f—)l EXCLUDE FAILURE }»—EfailureNumberL

->| ADVISE FAILURE D

Semantics
advise
Syntax Element Description
ADVISE FAILURE Displays information for all CRITICAL and HIGH priority failures recorded in the
automatic diagnostic repository.
You can only use ADVISE FAILURE with no options when a LIST FAILURE command
was previously executed in the current session.
Note: If a new failure has been recorded in the diagnostic repository since the last LIST
FAILURE command in the current RMAN session, then RMAN issues a warning before
advising on CRITICAL and HIGH failures.
ALL Lists options that repair all open failures together.
CRITICAL Lists options that repair only critical failures.
HIGH Lists options that repair only failures with HIGH priority.
LOW Lists options that repair only failures with LOW priority.
UNKNOWN Lists options that repair only failures whose priority cannot be determined until the
database is mounted.
failureNumber Lists options that repair only the specified failures.
EXCLUDE FAILURE Excludes the specified failures from the list.
failureNumber
ADVISE FAILURE Command Output
The ADVISE FAILURE output includes the LIST FAILURE output, which is described in Table 2-27.
See Example 2-5 for sample output.
ORACLE
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RMAN presents mandatory and optional manual actions in an unordered list. If manual options
exist, then they appear before automated options. Table 2-1 describes the output for

automated repair options.

Table 2-1 Automated Repair Options

Repair Script

Repair Description

The Data Recovery Advisor always presents an automated repair option with no data loss

Column Indicates
Option The identifier for the automated repair option.
Strategy A strategy to fix the failure with the REPAIR FAILURE command.

when possible. Automated repair options fall into the following basic categories:

*  Repair with no data loss
. Repair with data loss, for example, Flashback Database

Note: The ADVISE command maps a set of failures to the set of repair steps that Data

Recovery Advisor considers to be optimal. When possible, Data Recovery Advisor

consolidates multiple repair steps into a single repair. For example, if the database has
corrupted data file, missing control file, and lost current redo log group, then Data Recovery
Advisor would recommend a single, consolidated repair plan to restore the database and

perform point-in-time recovery.

A description of the proposed repair. For example, the proposed repair could be to restore

and recover data file 17.

The location of an editable script with all repair actions and comments. If you do not choose
an automated repair, then you can review this script and edit it for use in a manual recovery

strategy.

ORACLE

Examples

Example 2-5 Displaying Repair Options for All Failures

This example shows repair options for all failures known to the Recovery Data Advisor. The
example indicates two failures: missing data files and a data file with corrupt blocks.

RMAN> LIST FAILURE;

List of Database Failures

Failure ID Priority Status

142 HIGH OPEN
101 HIGH OPEN

RMAN> ADVISE FAILURE;

List of Database Failures

Failure ID Priority Status

101 HIGH OPEN

Time Detected Summary

23-APR-13 One or more non-system datafiles are missing
23-APR-13 Datafile 1: '/diskl/oradata/prod/system0l.dbf'
contains one or more corrupt blocks

Time Detected Summary

23-APR-13 One or more non-system datafiles
are missing
23-APR-13 Datafile 1: '/diskl/oradata/prod/system0l.dbf'

contains one or more corrupt blocks

analyzing automatic repair options; this may take some time

using channel ORA DISK_1

analyzing automatic repair options complete

Mandatory Manual Actions
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no manual actions available

Optional Manual Actions

1. If file /diskl/oradata/prod/users0l.dbf was unintentionally renamed or moved, restore it

Automated Repair Options

Option Repair Description
1 Restore and recover datafile 28; Perform block media recovery of
block 56416 in file 1
Strategy: The repair includes complete media recovery with no data loss
Repair script: /diskl/oracle/log/diag/rdbms/prod/prod/hm/reco 660500184 .hm

2.4 ALLOCATE CHANNEL

ORACLE

Purpose

ALLOCATE CHANNEL manually allocates a channel, which is a connection between RMAN and a
database instance. The ALLOCATE CHANNEL command must be issued within a RUN block. It
allocates a channel only in the block where the command is issued.

Prerequisites

The target instance must be started.

Usage Notes

Manually allocated channels are distinct from automatically allocated channels specified with
CONFIGURE. Automatic channels apply to any RMAN job in which you do not manually allocate
channels. You can override automatic channel configurations by manually allocating channels
within a RUN command, but you cannot use BACKUP DEVICE TYPE or RESTORE DEVICE TYPE to
use automatic channels after specifying manual channels with ALLOCATE CHANNEL.

Caution:

If the Oracle Database Windows services is running with a LP user, then you must
manually grant the permissions required for the LP user to access the Oracle wallet.
Otherwise, RMAN returns the ORA-28759 error message.

Multiple Channels

You can allocate up to 255 channels; each channel can read up to 64 files in parallel. You can
control the degree of parallelism within a job by the number of channels that you allocate.
Allocating multiple channels simultaneously allows a single job to read or write multiple backup
sets or disk copies in parallel, with each channel operating on a separate backup set or copy.

When making backups to disk, the guideline is to allocate one channel for each output device
(see Example 2-7). If RMAN is writing to a striped file system or an ASM disk group, however,
then multiple channels can improve performance. When backing up to tape, the guideline is
that the number of tape channels equals the number of tape devices divided by the number of
duplexed copies (see Example 2-8).

Channels in an Oracle RAC Environment

If the password for the SYs and SYSBACKUP users all Oracle RAC instances is the same, then
you do not need to put passwords in the CONNECT option of the ALLOCATE or CONFIGURE
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command. If you use a connect string of the form user@database, then RMAN automatically
uses the same password that was used for the TARGET connection when the RMAN session
was started.

Syntax

allocate::=

K AUXILIARY N
ALLOCATE CHANNEL channel_id

allocOperandList
—{ DEVICE TYPE |(deviceSpecifier) b

(deviceSpecifier::=, allocOperandList::=)

Semantics

Syntax Element Description

AUXILIARY Specifies a connection between RMAN and an auxiliary database instance.

An auxiliary instance is used when executing the DUPLICATE or TRANSPORT
TABLESPACE command, and when performing TSPITR with RECOVER TABLESPACE
(see Example 2-9). When specifying this option, the auxiliary instance must be started but
not mounted.

See Also: DUPLICATE to learn how to duplicate a database, and CONNECT to learn how
to connect to a duplicate database instance

CHANNEL channel id Specifies a connection between RMAN and the target database instance. The
channel idis the case-sensitive name of the channel. The database uses the
channel idto report I/O errors.

Each connection initiates a database server session on the target or auxiliary instance:
this session performs the work of backing up, restoring, or recovering RMAN backups.
You cannot make a connection to a shared server session.

Whether ALLOCATE CHANNEL allocates operating system resources immediately
depends on the operating system. On some platforms, operating system resources are
allocated at the time the command is issued. On other platforms, operating system
resources are not allocated until you open a file for reading or writing.

Each channel operates on one backup set or image copy at a time. RMAN automatically
releases the channel at the end of the job.

Note: You cannot prefix ORA to a channel name. RMAN reserves channel names
beginning with the ORA _ prefix for its own use.

DEVICE TYPE deviceSpecifier  Specifies the type of storage for a backup. Query the VSBACKUP DEVICE view for
information about available device types and names.

Note: When you specify DEVICE TYPE DISK, no operating system resources are
allocated other than for the creation of the server session.

See Also: deviceSpecifier

allocOperandList Specifies control options for the allocated channel. The channel parameters for sequential
I/O devices are platform-specific (see Example 2-6).
See Also: allocOperandList
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Examples
Example 2-6 Manually Allocating a Channel for a Backup

This example allocates a single tape channel for a whole database and archived redo log
backup. The PARMS parameter specifies the Oracle Secure Backup media family named
wholedb mf.

RUN
{
ALLOCATE CHANNEL cl DEVICE TYPE sbt
PARMS 'ENV= (0B MEDIA FAMILY=wholedb mf)';
BACKUP DATABASE;
BACKUP ARCHIVELOG ALL NOT BACKED UP;
}

Example 2-7 Distributing a Backup Across Multiple Disks

When backing up to disk, you can spread the backup across several disk drives. Allocate one
DEVICE TYPE DISK channel for each disk drive and specify the format string so that the output
files are on different disks.

RUN

{
ALLOCATE CHANNEL diskl DEVICE TYPE DISK FORMAT '/disk1l/%U';
ALLOCATE CHANNEL disk2 DEVICE TYPE DISK FORMAT '/disk2/%U';
BACKUP DATABASE PLUS ARCHIVELOG;

}

Example 2-8 Creating Multiple Copies of a Backup on Tape

In this example, four tape drives are available for writing: stapel, stape2, stape3, and stape4.
You use the SET BACKUP COPIES command to instruct RMAN to create two identical copies of
the database backup. Because the guideline is that the number of tape channels equals the
number of tape devices divided by the number of duplexed copies, you allocate two channels.
In this case the BACKUP_TAPE IO SLAVES initialization parameter must be set to TRUE.

In the OB_DEVICE n parameter for Oracle Secure Backup, the n specifies the copy number of
the backup piece. RMAN writes copy 1 of each backup piece to tape drives stapel and stape?2
and writes copy 2 of each backup piece to drives stape3 and stape4. Thus, each copy of the
database backup is distributed between two tape drives, so that part of the data is on each
drive.

RUN
{
ALLOCATE CHANNEL tl DEVICE TYPE sbt
PARMS 'ENV=(0B_DEVICE l=stapel,OB DEVICE 2=stape3)';
ALLOCATE CHANNEL t2 DEVICE TYPE sbt
PARMS 'ENV=(0B_DEVICE l=stape2,0B DEVICE 2=staped)';
SET BACKUP COPIES 2;
BACKUP DATABASE;
}

Example 2-9 Allocating an Auxiliary Channel for Database Duplication

This example creates a duplicate database from backups. RMAN can use configured channels
for duplication even if they do not specify the AUXILIARY option. In this example, no SBT
channel is preconfigured, so an auxiliary SBT channel is manually allocated.
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RUN

{
ALLOCATE AUXILIARY CHANNEL cl DEVICE TYPE sbt;
DUPLICATE TARGET DATABASE

TO dupdb
DB_FILE_NAME CONVERT '/disk2/dbs/','/diskl/'
SPFILE
PARAMETER VALUE CONVERT  '/disk2/dbs/',
'/diskl/'
SET LOG FILE NAME CONVERT '/disk2/dbs/',
'/diskl/"';
}
¢ See Also:

Oracle Database Reference for more information on the parameter
DB FILE NAME CONVERT

2.5 ALLOCATE CHANNEL FOR MAINTENANCE

ORACLE

Purpose

Use the ALLOCATE CHANNEL FOR MAINTENANCE command to manually allocate a channel in
preparation for issuing a CHANGE, DELETE, or CROSSCHECK command. You can use the
RELEASE CHANNEL command to unallocate the channel.

# Note:

If you CONFIGURE at least one channel for each device type in your configuration,
then you do not need to use ALLOCATE CHANNEL FOR MAINTENANCE. Oracle
recommends that you use configured channels instead of maintenance channels.
You can use configured channels for all RMAN I/O to the specified device, not just
the maintenance tasks supported by maintenance channels. The configured
channels persist across RMAN sessions.

Prerequisites

Execute this command only at the RMAN prompt, not within a RUN block. The target instance
must be started. You cannot allocate a maintenance channel to a shared session.

Usage Notes

As arule, allocate one maintenance channel for each device. Manually allocated channels and
automatic channels are never mixed. In general, allocate multiple maintenance channels for a
single job only in these situations:

* To enable cross-checking or deletion of all backup pieces both on disk and tape, with a
single command (see Example 2-11)

* To make cross-checking and deleting work correctly in an Oracle Real Application Clusters
(Oracle RAC) configuration in which each backup piece exists only on one node (see
Example 2-12)
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RMAN uses the following convention for naming of maintenance channels:
ORA MAINT devicetype n, Where devicetype refers to DISK or sbt and n refers to the channel
number. For example, RMAN uses these names for two manually allocated disk channels:

ORA MAINT DISK 1
ORA MAINT DISK 2

# See Also:

Oracle Database Backup and Recovery User’s Guideto learn how to cross-check and
delete on multiple channels

Syntax

allocateForMaint::=

9| ALLOCATE CHANNEL FOR MAINTENANCE |9

allocOperandList
~{ DEVICE TYPE x(deviceSpecifier) b

(deviceSpecifier::=, allocOperandList::=)

Semantics

allocateForMaint

Syntax Element

Description

DEVICE TYPE deviceSpecifier Specifies the type of storage for a backup. Query the V$BACKUP DEVICE view for

information about available device types and names.
See Also: deviceSpecifier

allocOperandList Specifies control options for the allocated channel. The channel parameters for sequential

1/0O devices are platform-specific.
See Also: allocOperandList

ORACLE

Examples
Example 2-10 Deleting Backup Sets

Assume that you want to recycle a set of tapes by deleting all RMAN backups. In this example,
only a disk channel is configured by default. The example manually allocates an SBT channel,
deletes all backups from tape, and then releases the channel.

RMAN> ALLOCATE CHANNEL FOR MAINTENANCE DEVICE TYPE sbt;
allocated channel: ORA MAINT SBT TAPE 1

channel ORA MAINT SBT TAPE 1: SID=135 device type=SBT TAPE
channel ORA MAINT SBT TAPE 1: Oracle Secure Backup

RMAN> DELETE NOPROMPT BACKUP;

List of Backup Pieces
BP Key BS Key Pc# Cp# Status Device Type Piece Name
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AVAILABLE SBT TAPE  8oicdlad 1 1
AVAILABLE  SBT TAPE  c-28014364-20130308-17
AVAILABLE SBT TAPE  8qicdlc3 1 1
AVAILABLE SBT TAPE  c-28014364-20130308-18
AVAILABLE SBT TAPE  8uic47fg 1 1
AVAILABLE SBT TAPE  90ic47ih 1 1
AVAILABLE SBT TAPE  91ic47j1 1 1
AVAILABLE SBT TAPE  92ic47q4 1 1
AVAILABLE SBT TAPE  c-28014364-20130308-1a

[ N N T e

deleted backup piece

backup piece handle=8oic4lad 1 1 RECID=198 STAMP=616695118

deleted backup piece

backup piece handle=c-28014364-20130308-17 RECID=199 STAMP=616695145
deleted backup piece

backup piece handle=8gic4lc3 1 1 RECID=200 STAMP=616695171

deleted backup piece

backup piece handle=c-28014364-20130308-18 RECID=201 STAMP=616695188
deleted backup piece

backup piece handle=8uic47fg 1 1 RECID=204 STAMP=616701424

deleted backup piece

backup piece handle=90ic47ih 1 1 RECID=205 STAMP=616701521

deleted backup piece

backup piece handle=91ic47jl 1 1 RECID=206 STAMP=616701538

deleted backup piece

backup piece handle=92ic47g4 1 1 RECID=207 STAMP=616701764

deleted backup piece

backup piece handle=c-28014364-20130308-1a RECID=208 STAMP=616701783
Deleted 11 objects

RMAN> RELEASE CHANNEL;
released channel: ORA MAINT SBT TAPE 1

Example 2-11 Cross-Checking Backups on Multiple Devices

Assume that you want to cross-check backups of archived redo log files on disk and tape.
Assume also that you have the default device type configured to disk, and also have an SBT
channel configured, but you want to use different channel settings for both disk and tape. In
this case, you can manually allocate maintenance channels with the desired settings.

RMAN> SHOW DEFAULT DEVICE TYPE;

RMAN configuration parameters for database with db unique name PROD are:
CONFIGURE DEFAULT DEVICE TYPE TO DISK;

RMAN> SHOW CHANNEL;
RMAN configuration parameters for database with db unique name PROD are:
CONFIGURE CHANNEL DEVICE TYPE 'SBT TAPE' PARMS 'SBT LIBRARY=/usr/local/oracle/

backup/lib/libobk.so, ENV=(OB DEVICE l=stapel)';

RMAN> ALLOCATE CHANNEL FOR MAINTENANCE DEVICE TYPE sbt PARMS 'SBT LIBRARY=/usr/local/
oracle/backup/lib/libobk.so, ENV=(OB DEVICE l=stape2)';

allocated channel: ORA MAINT SBT TAPE 1
channel ORA MAINT SBT TAPE 1: SID=135 device type=SBT TAPE
channel ORA MAINT SBT TAPE 1: Oracle Secure Backup

RMAN> ALLOCATE CHANNEL FOR MAINTENANCE DEVICE TYPE DISK FORMAT "/disk2/%U";

allocated channel: ORA MAINT DISK 2
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channel ORA MAINT DISK 2: SID=101 device type=DISK
Finished Control File and SPFILE Autobackup at 09-MAR-13
RMAN> CROSSCHECK BACKUP OF ARCHIVELOG ALL;

crosschecked backup piece: found to be 'AVAILABLE'

backup piece handle=/disk2/95ic69jc 1 1 RECID=210 STAMP=616769132
crosschecked backup piece: found to be 'EXPIRED'

backup piece handle=/disk2/961ic69jf 1 1 RECID=211 STAMP=616769135
Crosschecked 2 objects

crosschecked backup piece: found to be 'AVAILABLE'
backup piece handle=/disk2/961ic69jf 1 1 RECID=211 STAMP=616769135
Crosschecked 1 objects

RMAN> RELEASE CHANNEL;

released channel: ORA MAINT SBT TAPE 1
released channel: ORA MAINT DISK 2

Example 2-12 Cross-Checking in an Oracle Real Application Clusters (Oracle RAC)
Configuration

All nodes in an Oracle RAC configuration should have the same access to all backups on all
storage devices, but this is not a requirement. Assume that you want to cross-check backups
on two nodes of an Oracle RAC configuration, where each node has access to a subset of disk
backups. It is assumed that all backups are accessible by at least a two nodes used in the
cross-check. Any backup not accessible from at least one node is marked EXPIRED after the
cross-check.

The following example illustrates channel connections to Oracle RAC instances instl and
inst2. For both channel connections, RMAN uses the same user name and password that
were entered for the target database connection.

ALLOCATE CHANNEL FOR MAINTENANCE DEVICE TYPE DISK
CONNECT '@instl';

ALLOCATE CHANNEL FOR MAINTENANCE DEVICE TYPE DISK
CONNECT '@inst2';

CROSSCHECK BACKUP;

2.6 BACKUP

ORACLE

Purpose

Use the BACKUP command to back up a primary or standby database, the root, one or more
pluggable databases (PDBs), tablespace, data file (current or copy), control file (current or
copy), server parameter file, archived redo log file, or backup set.

Additional Topics
e Prerequisites
 Usage Notes

e Syntax

* Semantics

e Examples
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Prerequisites

RMAN must be connected to a target database. See the CONNECT and RMAN commands to
learn how to connect to a database as TARGET.

Database Archiving Modes

If the target database is in ARCHIVELOG mode, then the database must be mounted or open with
a current control file. Backups made while the database is open are inconsistent. You must
apply redo log files after restoring an inconsistent backup to make the database consistent.

If the target database is in NOARCHIVELOG mode, then the database must be mounted after a
consistent shutdown when you make the backup. The shutdown is only consistent if you
successfully execute the SHUTDOWN command with the NORMAL, IMMEDIATE, Or TRANSACTIONAL
options. You cannot use RMAN to back up a NOARCHIVELOG database after an instance failure
Or SHUTDOWN ABORT.

Encrypted Backups

To create encrypted backups using a password-based software keystore, you must have the
SYSBACKUP and SYSKM privileges. The SYSKM privilege is required to .

Backing Up Data for Cross-Platform Transport

To create backup sets that transport data to another platform, the COMPATIBLE parameter in the
target database must be 12.0.0 or higher.

To back up the entire database for cross-platform transport, the source and destination
platform must use the same endian format. The source database must be open in read-only
mode.

While backing up tablespaces for cross-platform transport, if the ALLOW INCONSISTENT clause is
not used, the tablespaces must be in read-only mode.

Preplugin Backups

e The COMPATIBLE initialization parameter must be set to 18.0.0 or higher on both the source
and destination CDB.

e The source database must be in ARCHIVELOG mode.
*  The source database must be in read-write mode.

e The backup location containing the preplugin backups must be accessible to the
destination database.

Backup Media

RMAN can only back up files onto valid media. If you specify DEVICE TYPE DISK, then RMAN
makes backups to random access disks. You can make a backup on any device that can store
a data file. If the statement CREATE TABLESPACE tablespace name DATAFILE 'filename' Works,
then 'filename' is a valid backup path name. If you specify DEVICE TYPE sbt, then you can
back up files to any media supported by the media manager.

When backing up Oracle Database files to disk, the logical block size of the files must be an
even multiple of the physical block size of the destination device. For example, a disk device
with a block size of 2 KB can only be used as a destination for backups of Oracle files with
logical block sizes of 2 KB, 4 KB, 6 KB and so on. In practice, most disk drives have physical
block sizes of 512 bytes, so this limitation rarely affects backup. However, you can encounter
this limitation when using BACKUP ... DEVICE TYPE DISK to back your database up to a
writeable CD or DVD, or some other device that has a larger physical block size.
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Channels

If no automatic channel is configured for the specified device type, then you must manually
allocate a channel for each BACKUP execution. If no manual channel is allocated, then RMAN
uses the default channels set with the CONFIGURE command. RMAN has a DISK channel
preconfigured but no preconfigured sbt channels.

# Note:

Backups that use the disk test API are not supported for production backups. Instead,
use the preconfigured DISK channel or manually allocate a DI1SK channel.

Usage Notes

RMAN can only back up data files, control files, server parameter files, archived redo log files,
and RMAN backups of these files. RMAN cannot make backups of other database-related files
such as network configuration files, password files, the block change tracking file, and the
contents of the Oracle home directory. Likewise, some features of Oracle Database, such as
external tables or the BFILE data type, store data in files other than those in the preceding list.
RMAN cannot back up these files.

RMAN decomposes a BACKUP command into multiple independent backup steps. RMAN can
execute each independent step on any channel allocated for a specific device. If multiple
channels are allocated, and if one channel fails or encounters a problem during a backup step,
then RMAN attempts to complete the work on another channel. RMAN reports a message in
VSRMAN OUTPUT and in the output to the interactive session or log file when channel failover
occurs.

RMAN backups made on one platform can be transported to a different platform only if you use
either the FOR TRANSPORT or TO PLATFORM clause while creating the backup.

RMAN backups made in a previous release of Oracle Database are usable after a database
migration or upgrade. See My Oracle Support Note 790559.1 at https://
support.oracle.com/rs?type=doc&id=790559.1 for information about this procedure.

If you change the DB_NAME for a database, but not its DBID, then RMAN considers backups
made of the database with the previous DB NAME as eligible to be restored.

Incremental Backups

An INCREMENTAL backup at level O backs up all data blocks in data files being backed up. An
incremental backup at level 0 is identical in content to a FULL backup, but unlike a full backup
the level 0 backup is a part of the incremental backup strategy.

A level 1 backup copies only changed blocks. A level 1 incremental backup is either differential
or CUMULATIVE. If cumulative, RMAN backs up all blocks changed since the most recent level O
backup. If differential, RMAN backs up blocks updated since the most recent level 0 or level 1
incremental backup. You can apply a level 1 backup of a standby database to a level 0 backup
of a primary database, and also apply a level 1 backup of a primary database to a level 0
backup of a standby database.

Incremental backups at level 0 can be either backup sets or image copies, but incremental
backups at level 1 can only be backup sets.
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The database performs checks when attempting to create a level 1 incremental backup to
ensure that the incremental backup is usable by a subsequent RECOVER command. Among the
checks performed are:

e Alevel 0 backup must exist for each data file in the BACKUP command as the base backup
for an incremental strategy. Level O backups must not have status UNAVAILABLE. If no level
0 backup exists, then RMAN makes a level 0 backup automatically.

«  Sufficient incremental backups taken since level 0 must exist and be available such that
the incremental backup to be created is usable.

# Note:

When creating an incremental backup, RMAN considers backups from parent
incarnations as valid. For example, assume you make a level 0 backup and then
OPEN RESETLOGS. If you make a level 1 incremental backup, then RMAN backs up all
blocks changed since the pre-RESETLOGS level 0 backup. When making a level 1
backup, RMAN only makes a new level 0 backup if no level 0 is available in either the
current or parent database incarnation.

You can improve incremental backup performance by enabling block change tracking on a
primary or standby database. In this case, RMAN keeps a record of which blocks have
changed in the block change tracking file.

The change tracking file maintains bitmaps that mark changes in the data files between
backups. The database performs a bitmap switch before each backup. Oracle Database
automatically manages space in the change tracking file to retain block change data that
covers the 8 most recent backups. After the maximum of 8 bitmaps is reached, the most recent
bitmap is overwritten by the bitmap that tracks the current changes.

The first level 0 incremental backup scans the entire data file. Subsequent incremental
backups use the block change tracking file to scan only the blocks that have been marked as
changed since the last backup. An incremental backup can be optimized only when it is based
on a parent backup that was made after the start of the oldest bitmap in the block change
tracking file.

Consider the 8-bitmap limit when developing your incremental backup strategy. For example, if
you make a level 0 database backup followed by 7 differential incremental backups, then the
block change tracking file now includes 8 bitmaps. If you then make a cumulative level 1
incremental backup, RMAN cannot optimize the backup because the bitmap corresponding to
the parent level 0 backup is overwritten with the bitmap that tracks the current changes.

¢ See Also:

Oracle Database Backup and Recovery User's Guide for details about block change
tracking

Backups of Sparse Databases

RMAN enables you to back up sparse databases. This could include backing up a sparse data
file, a tablespace containing some sparse data files, a PDB containing some sparse data files,
and a CDB containing some sparse PDBs in the backup set or image copy format. A sparse
backup is an RMAN object that contains data blocks of sparse data files from their dedicated
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delta storage space. To perform a sparse backup, the COMPATIBLE initialization parameter for
the sparse database must be 12. 2 or higher.

While performing a sparse backup, RMAN, by default, backs up data blocks of sparse data
files from their delta storage space during a backup. It does not back up the logical data blocks
from the backing data files. The backing data files in a sparse database environment must be
read-only.

If you want to perform a traditional full or incremental backup on a sparse database to back up
both, local and remote data blocks, then you can choose to run the backup with the FROM
NONSPARSE option.

For databases with the COMPATIBLE initialization parameter less than 12.2, RMAN continues to
perform the traditional backup and recovery operation for sparse databases in the non-sparse
mode.

Encryption of Backup Sets

RMAN can transparently encrypt data written to backup sets and decrypt those backup sets
when they are needed in a RESTORE operation. To create encrypted backups on disk, the
database must use the Advanced Security Option. To create encrypted backups directly on
tape, RMAN must use the Oracle Secure Backup SBT interface, but does not require the
Advanced Security Option. RMAN issues an ORA-19916 error if you attempt to create encrypted
RMAN backups using an SBT library other than Oracle Secure Backup.

RMAN can encrypt backups by using several different encryption algorithms, which are listed in
VSRMAN ENCRYPTION ALGORITHMS. RMAN supports three modes of encryption for backups:

e Transparent encryption, in which RMAN can create and restore encrypted backups with no
special DBA intervention if the data is already protected with Transparent Data Encryption
(TDE) in the Oracle Database

« Password-based encryption, where a password is specified during the backup, and the
same password must be supplied to restore the backup

< Dual-mode encryption, where backups can be created using either transparent encryption
or password-based encryption, and where decryption can be performed based upon either
the Oracle software keystore, or a password the DBA supplies at decryption time

# Note:

Keystore-based encryption is more secure than password-based encryption because
no passwords are involved. Use password-based encryption only when absolutely
necessary because your backups must be transportable.

The CONFIGURE and SET commands manage the encryption settings for database backups. See
the reference entries for those commands for more details. Backup sets containing archived
redo log files are encrypted if any of the following is true:

° SET ENCRYPTION ON is in effect when the backup is being created.

*  Encryption is configured for the whole database or at least one tablespace.
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# See Also:

*  Oracle Database Backup and Recovery User’s Guide for an overview of the
backup encryption, a guide to its use, and information on choosing among
different modes of encryption

e Oracle Database Advanced Security Guide to learn about TDE tablespace
encryption and Oracle software keystores

Backing Up Standby Databases

The RMAN BACKUP command backs up the standby database exactly the same as a primary
database, except that the backup takes place on the standby site. The primary database has
no influence on the backup of the standby database.

When you connect to the standby database to perform the backup, use the TARGET keyword
and not the AUXILIARY keyword.

The state of the standby database when the backup is made determines whether the backup is
consistent or inconsistent. To make a consistent backup, the standby database must shutdown
cleanly and be mounted, but not placed in recovery mode. Any other status results in an
inconsistent backup and must be restored using media recovery.

RMAN Backups in a Data Guard Environment

A recovery catalog is required when you are performing RMAN operations in a Data Guard
environment. The catalog enables all RMAN operations to be transparently executable at any
primary or standby database. You can offload primary database backups onto any standby
database in the environment; the RMAN backups are interchangeable. If you use RMAN in
NOCATALOG mode, then RMAN uses only the metadata in the mounted control file.

In a Data Guard environment, the database that creates a backup or copy is associated with
the file. For example, if RMAN connects as TARGET to database prod and backs it up, then this
database backup is associated with prod. A backup remains associated with the database that
created in unless you use the CHANGE ... RESET DB_UNIQUE NAME to associate the backup
with a different database.

The association of a backup is different from its accessibility. The recovery catalog considers
disk backups as accessible only to the database in the Data Guard environment on which it
was created, whereas tape backups created on one database are considered accessible to all
databases. If a backup file is not associated with any database, then the row describing it in
the recovery catalog view shows null for the SITE KEY column. By default, RMAN associates
files whose SITE KEY is null with the database to which RMAN is connected as TARGET.

In a Data Guard environment, RMAN commands can operate on any backups that are
accessible. For example, assume that databases prod and standbyl reside on different hosts.
RMAN backs up data file 1 on prod to /prodhst/diskl/dfl.dbf on the production host and
also to tape. RMAN backs up data file 1 on standbyl to /sbylhst/disk2/dfl.dbf on the
standby host and also to tape. If RMAN is connected to database prod as TARGET, then you
cannot use RMAN to perform operations with the /sbylhst/disk2/dfl.dbf backup located on
the standby host. However, RMAN considers the tape backup made on standbyl as eligible to
be restored.
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# Note:

You can FTP a backup from a standby host to a primary host or vice versa and then
CATALOG it. After a file is cataloged by the target database, the file is associated with
the target database.

If backups are accessible to RMAN, you can use RMAN maintenance commands such as
CHANGE, CROSSCHECK, and DELETE for backups when connected to any primary or standby
database.

¢ See Also:

Oracle Data Guard Concepts and Administration to learn how to use RMAN to back
up and restore files in a Data Guard environment

Backing Up Data for Cross-Platform Transport

The BACKUP command can create backup sets that are used to transport an entire database,
data files, or tablespaces from one platform to another. To create cross-platform backups, use
either the FOR TRANSPORT or TO PLATFORM clause in the BACKUP command. The
VSTRANSPORTABLE PLATFORM view contains the list of platforms supported for cross-platform
transport.

# See Also:

Oracle Database Backup and Recovery User's Guide for information about how to
create backup sets for cross-platform data transportation

List of Clauses Incompatible with TO PLATFORM and FOR TRANSPORT

You can use the BACKUP command to create backup sets for cross-platform data transportation.
To indicate that a backup is for cross-platform transportation, use either the FOR TRANSPORT Or
TO PLATFORM clauses.

When you use either the FOR TRANSPORT or TO PLATFORM clause, you cannot use the following
clauses of the BACKUP command:

*  CUMULATIVE

» forRecoveryOfSpec
*  keepOption

* notBackedUpSpec
*  PROXY

e TAG

e VALIDATE
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Syntax

backup::=

¢ backupOperand )
e| BACKUP Q backupSpec Q_>

¢ backupSpecOperand Y

ral PLUS ARCHIVELOG N D

(backupOperand::=, backupSpec::=, backupSpecOperand::=)
backupOperand::=
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A(backupTypeSpec)

TCHANNEL P&{channeL@ fth

—| CHECK LOGICAL

—| CONSISTENT

COPIES p(integer

—| CUMULATIVE

H DEVICE TYPE (deviceSpecifier)

DISKRATIO p(integer

H(duration)

(fileNameConversionSpec)

H FILESPERSET }(integer)

—| FORCE

' formatSpec l
AUXILIARY FORMAT H
NEW

FORMAT p-~(formatSpec
TO DESTINATION p-(toDestSpec

H(forRecoveryOfSpec)

Ia| ALLOW INCONSISTENT h

TRANSPORT
.
TRANSPORT UNPLUG INTO filename

N

{ FROM PLATFORM }{* |i(platform){ "]

—| FULL

LEVEL
INCREMENTAL |—q integer
FROM SCN g
H(keepOption )

H MAXSETSIZE (sizeSpec)

H(notBackedUpSpec)

—| NOCHECKSUM

—| NOEXCLUDE

POOL p(integer

—| PROXY

—| REUSE

H SECTION SIZE }(sizeSpec)

H(skipSpec)

dh
{[UNPLUGINTO fi|ename)>|z|-1

7 TO PLATFORM (quoted_sting) (AT oW INGONSISTENT]
WIRROR b{—1
[ MRROR ]

~| VALIDATE
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(backupTypeSpec::=, deviceSpecifier::=, fleNameConversionSpec::=, formatSpec::=,
toDestSpec::=, forRecoveryOfSpec::=, keepOption::=, notBackedUpSpec::=, sizeSpec::=,
skipSpec::=)

backupSpec::=

archivelogRecordSpecifier)

completedTimeSpec

BACKUPSET

BACKUPPIECE }»-Q F_(filenam@;[}]

-| CONTROLFILECOPY p-H ALL |
LIKE |>|I|>(stringfpa‘rlern)lzlJ
-| CURRENT CONTROLFILE |

APPLICATION ROOT DATABASE

ROOT
DATABASE |

]
(@

quoted_string

¢ backupSpecOperand Y.

PLUGGABLE DATABASE p-~(pdb_name

H(datafileCopySpec)

H DATAFILE )»—QdatafileSpec)]

FORMAT [y(formatSpec

SKIP DATAFILES

STATISTICS
TABLE_STATISTICS
INDEX_STATISTICS

-| DATAPUMP
RECOVERY AREA

DB_RECOVERY_FILE_DEST |J

-| RECOVERY FILES
-| SPFILE

-
o
TABLESPACE '!l tablespace_name

(archivelogRecordSpecifier::=, completedTimeSpec::=, copyOfSpec::=, datafileCopySpec::=,
datafileSpec::=, backupSpecOperand::=)

backupSpecOperand::=
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[CHANNEL b&a@hannel_@»&

ALL
=
=D
H FILESPERSET }{(integer}———————————

—| FORCE
F!-

AUXILIARY FORMAT

e} e L

H INCLUDE CURRENT CONTROLFILE |———
H MAXSETSIZE (sizeSpec)—————
integer
H SECTION SIZE (sizeSpec)————

e} L0, Gy

backupTypeSpec::=

COMPRESSED
s| BACKUPSET

1T— = 1

NONSPARSE

COMPRESSED
BACKUPSET

SPARSE COPY]

copyOfSpec::=
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(formatSpec::=, toDestSpec::= keepOption::=, notBackedUpSpec::=, sizeSpec::=, skipSpec::=)
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DATABASE

PLUGGABLE DATABASE }-\(pdb_name

COPY OF p1IDATAFILE }»-QdatafneSpec)] i
-

LK

TABLESPACE '!l tablespace_name '!l

(datafileSpec::=)
datafileCopySpec::=

DATAFILECOPY

NODUPLICATES

duration::=

PARTIAL

| DURATION FGntegeDal]aGnteger)

forRecoveryOfSpec::=

DATAFILECOPY FORMAT x formatSpec

WITH TAG F&ﬁag_name

[ FORRECOVER OF

(formatSpec::=)

notBackedUpSpec::=

integer | TIMES
SINCE TIME " b(date_string){ |

9| NOT BACKED UP
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skipSpec::=

INACCESSIBLE
I OFFLINE i
READONLY

;

Semantics
backup

This clause specifies the objects to be backed up and the options to control the backup. Refer
to backupOperand::= for the syntax diagram.

Syntax Element Description
backupOperand Specifies various options for the BACKUP command.
backupSpec Specifies one or more objects to be backed up.

Each backupSpec clause generates one or more backup sets (AS BACKUPSET) or
image copies (AS COPY). For AS BACKUPSET, the backupSpec clause generates
multiple backup sets if the number of data files specified in or implied by its list of
objects exceeds the FILESPERSET limit.

PLUS ARCHIVELOG Includes archived redo log files in the backup (see Example 2-13). Causes RMAN to
perform the following steps:

1. RunanALTER SYSTEM ARCHIVE LOG CURRENT statement.

2. Runthe BACKUP ARCHIVELOG ALL command. If backup optimization is enabled,
then RMAN only backs up logs that have not yet been backed up.

3. Back up the files specified in the BACKUP command.
4. Runan ALTER SYSTEM ARCHIVE LOG CURRENT statement.

5. Back up any remaining archived redo log files. If backup optimization is not
enabled, then RMAN backs up the logs generated in step 1 plus all the logs
generated during the backup.

In a CDB, you can backup archived redo logs only when you connect to the root as a
common user with the SYSDBA or SYSBACKUP privilege. You cannot include archive logs
in the backup when connected to a PDB.

Note: You cannot specify PLUS ARCHIVELOG on the BACKUP ARCHIVELOG command or
BACKUP AS COPY INCREMENTAL command (or BACKUP INCREMENTAL command when
the default backup type is COPY). You cannot specify PLUS ARCHIVELOG when also
specifying INCREMENTAL FROM SCN.

Note: Unless the online redo log is archived at the end of the backup, DUPLICATE is not
possible with this backup.

Note: This clause cannot be used with the KEEP UNTIL clause.

backupSpecOperand Specifies a variety of options and parameters that affect the backupSpec clause.

backupOperand

This subclause specifies options such as the device type and output format. Refer to
backupOperand::= for the syntax diagram.

ORACLE 506



Chapter 2
BACKUP

Syntax Element

Description

backupTypeSpec

CHANNEL channel id

CHECK LOGICAL

CONSISTENT

COPIES integer

CUMULATIVE

ORACLE

Specifies the type of backup being created, either backup sets (AS BACKUPSET) or
image copies (AS COPY).

See Also: backupTypeSpec for details

Specifies the case-sensitive name of a channel to use when creating backups. Use any
meaningful name, for example chl or devl. The database uses the channel ID to report

I/O errors. If you do not set this parameter, then RMAN dynamically assigns the backup
sets to any available channels during execution.

As shown in Example 2-23, you can use CHANNEL to specify which channels back up
which files.

Note: You can also specify this parameter in the backupSpec clause.
Tests data and index blocks that pass physical corruption checks for logical corruption
(see Example 2-25). This option typically adds 1-3% overhead.

Examples of logical corruption are corruption of a row piece or index entry. If RMAN
finds logical corruption, then it logs the block in the alert log and server session trace
file. The SET MAXCORRUPT command specifies the total number of physical and logical
corruptions permitted in a data file.

By default, the BACKUP command computes a checksum for each block and stores it in
the backup. If you specify the NOCHECKSUM option, then RMAN does not perform a
checksum of the blocks when writing the backup.

If SET MAXCORRUPT and NOCHECKSUM are not set, then CHECK LOGICAL detects all
types of corruption that are possible to detect during a backup.

Creates consistent backupsets of the specified database or PDB. A single consistent
backup is sufficient to restore a database or a PDB to a consistent state.

Note: This clause cannot be used with the KEEP and AS COPY options.

Sets the number of identical backups (1 - 4) that RMAN creates. The default value is 1.

You can use multiple format strings to specify different names and locations for the
copies. Example 2-22 illustrates a duplexed backup to different locations on disk.

RMAN can duplex backups to either disk or tape, but cannot duplex backups to tape and
disk simultaneously. When backing up to tape, ensure that the number of copies does
not exceed the number of available tape devices. Also, if COPIES is greater than 1, then
the BACKUP_TAPE IO SLAVES initialization parameter must be enabled on the target
database.

You can specify duplexing in multiple commands. The order of precedence is as follows,
with settings higher on the list overriding lower settings:

1. BACKUP COPIES
2. SET BACKUP COPIES
3. CONFIGURE ... BACKUP COPIES

Note: This option does not apply with AS COPY and results in an error message.
Note: Duplexing cannot be used when creating files in the fast recovery area.

Copies the data blocks used since the most recent level 0 backup (see Example 2-16).
Note: This option does not apply with AS COPY and results in an error message.

2-27



Chapter 2
BACKUP

Syntax Element Description

DEVICE TYPE deviceSpecifier Allocates automatic channels for the specified device type only. For example, if you
configure disk and tape channels, then configure sbt as the default device type, then
the following command allocates disk channels only:

BACKUP DEVICE TYPE DISK DATABASE;

The DEVICE TYPE option is valid only for automatic channels and is not valid for
manually allocated channels. You cannot use the DEVICE TYPE option for a device
other than DISK if you have not run CONFIGURE DEVICE TYPE for this device.

Note: To specify a disk channel for the BACKUP RECOVERY AREA command, you must
use the TO DESTINATION of the subclause toDestSpec.

See Also: deviceSpecifier

DISKRATIO integer Directs RMAN to populate each backup set with data files from at least integer disks.
This parameter is only enabled when you are backing up data files or control files, and
when the operating system can give RMAN disk contention and node affinity data. To
manually disable this feature, set DISKRATIO to 0.

For example, assume that data files are distributed across 10 disks. If the disks supply
data at 10 bytes/second, and if the tape drive requires 50 bytes/second to keep
streaming, then set DISKRATIO to 5 to direct RMAN to include data files from at least 5
disks in each backup set.

If you set FILESPERSET but not DISKRATIO, then DISKRATIO defaults to the same

value as FILESPERSET. If you specify neither parameter, then DISKRATIO defaults to 4.

RMAN compares the DISKRATIO value to the actual number of devices involved in the

backup and uses the lowest value. For example, if DISKRATIO is 4 and the data files are

located on three disks, then RMAN attempts to include data files from three disks in

each backup set.

The DISKRATIO parameter is easier for data file backups when the data files are striped

or reside on separate disk spindles and you either:

*  Use a high-bandwidth tape drive that requires several data files to be multiplexed to
keep the tape drive streaming.

*  Make backups while the database is open and spread the I/O load across several
disk spindles to leave bandwidth for online operations.

Note: Do not spread 1/0O over more than the minimum number of disks required to keep

the tape streaming. Otherwise, you increase restore time for a file without increasing

performance.

duration Specifies options related to the maximum time for a backup command to run.
See Also: duration

fileNameConversionSpec This option is valid only when BACKUP is creating image copies. Files being copied are
renamed according to the specified patterns. If a file being backed up has a name that
does not match any of the specified rename patterns, then RMAN uses FORMAT to

name the output image copies. If no FORMAT is specified, then RMAN uses the default
format %U.

See Also: fileNameConversionSpec for file renaming patterns
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Syntax Element Description

FILESPERSET integer Specifies the maximum number of input files to include in each output backup set. This
parameter is only relevant when BACKUP generates backup sets.

RMAN backs up the files in each backupSpec as one or more backup sets. When the
number of files in each backupSpec exceeds the FILESPERSET setting, then RMAN
splits the files into multiple backup sets accordingly. The default value for FILESPERSET
is 64.

The RMAN behavior is illustrated by the following BACKUP commands:

BACKUP AS BACKUPSET (DATAFILE 3, 4, 5, 6, 7) (DATAFILE 8, 9);
BACKUP AS BACKUPSET DATAFILE 3, 4, 5, 6, 7, 8, 9;
BACKUP AS BACKUPSET DATAFILE 3, ... 72;

In the first command, RMAN places data files 3, 4, 5, 6, and 7 into one backup set and
data files 8 and 9 into another backup set. In the second command, RMAN places all
data files into one backup set. In the third command, the ellipses indicate data files 3
through 72. Because in this case RMAN is backing up 70 data files, RMAN places 64
files in one backup set and 6 in another.

By default, RMAN divides files among backup sets to make optimal use of channel
resources. The number of files to be backed up is divided by the number of channels. If
the result is less than 64, then this number is the FILESPERSET value. Otherwise,
FILESPERSET defaults to 64.

Note: You cannot specify the number of backup pieces that are in a backup set.

FORCE Forces RMAN to ignore backup optimization. That is, even if CONFIGURE BACKUP
OPTIMIZATION is setto ON, RMAN backs up all specified files.

Note: You can also specify this option in the backupSpecOperand clause.

The command BACKUP DATABASE FORCE PLUS ARCHIVELOG is equivalent to BACKUP
DATABASE PLUS ARCHIVELOG FORCE.

AUXILIARY FORMAT Copies the files on the target database to the specified location on the auxiliary
instance. RMAN can only generate image copies when AUXILIARY FORMAT is
specified. RMAN must be connected to both TARGET and AUXILIARY instances and
have access to auxiliary channels.

You can use the BACKUP AUXILIARY FORMAT command to copy data files, archived
logs, controlfile, and server parameter file (spfile) over the network between primary and
standby databases. For example, if a data file on a primary database was lost, you
could CONNECT to the standby database as TARGET and the primary database as
AUXILIARY, and copy an intact data file from the standby host to the primary host.

See Also: Example 2-30

formatSpec Specifies a pattern for naming the output image copies on an auxiliary instance. The
path must be valid on the auxiliary host.

See Also: formatSpec for valid substitution variables

NEW Creates an image copy in the directory specified in the DB_CREATE FILE DEST
initialization parameter of the auxiliary instance. The image copy is an Oracle-managed
file.

ORACLE
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Syntax Element

Description

FORMAT formatSpec

TO DESTINATION toDestSpec

forRecoveryOfSpec

ORACLE

Specifies a pattern for naming the output backup pieces or image copies (see
Example 2-17). For AS COPY, if one or more of the directories mentioned in the
specified format does not exist, then RMAN signals an error.

The default location for disk backups depends on whether a fast recovery area is
enabled and whether FORMAT is specified:

e If afast recovery area is enabled, and if you do specify FORMAT, then RMAN names
the output files according to the FORMAT setting. If no location is specified in
FORMAT, then RMAN creates the backup in a platform-specific location—not in the
recovery area.

» If afastrecovery area is enabled, and if you do not specify FORMAT, then RMAN
creates the backup in the recovery area and uses the substitution variable %U to
name the backup.

» If afast recovery area is not enabled, and if you do not specify FORMAT, then RMAN
creates the backup in a platform-specific location and uses %U to name the
backup.

To create RMAN backups in the fast recovery area with names in Oracle Managed Files

format, do not specify the FORMAT clause on the BACKUP command or channel.

Note: You cannot specify an Oracle Managed Files file name as the format for a backup.
For example, if +DISK1/datafile/system.732.609791431 is an OMF file name,
then you cannot specify this file name in the FORMAT parameter.

Backup pieces must have unique names. The maximum length of a backup piece file
name is platform-specific. For backups to a media manager, the length is also limited by
the limit in the supported version of the media management API. Vendors supporting
SBT 1.1 must support file names up to 14 characters. Some SBT 1.1 vendors may
support longer file names. Vendors supporting SBT 2.0 must support file names up to
512 characters. Some SBT 2.0 vendors may support longer file names.

You cannot specify multiple, identical FORMAT strings within a single backupSpec (for
example, BACKUP DATAFILE 3 TO '/tmp/df3.f', DATAFILE 4 TO '/tmp/
df4.f"). However, RMAN permits a single FORMAT string to exist in multiple
backupSpec clauses.

Note: If you are making an archival backup with the KEEP option (see Example 2-26),
then the format string must contain $U. The autobackup also uses this format string.

See Also: formatSpec for valid substitution variables

Specifies the directory where the backup is created. This parameter is valid for disk and
not SBT channels. The backup files are created in an Oracle Managed Files (OMF)
directory. Backup skips the files only when backups do not exist in the specified TO
DESTINATION.

Identifies the backup being created as an incremental backup to be used in rolling
forward an image copy.

See Also: forRecoveryOfSpec
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FOR TRANSPORT Creates a cross-platform backup using backup sets. You can back up data files,
tablespaces, or an entire database. While creating a cross-platform tablespace backup,
use the DATAPUMP clause to back up the metadata of the transported tablespaces. This
metadata is used on the destination database to plug in the transported tablespaces.
Backup sets created by a cross-platform backup are not catalogued in the control file.
Before you backup the whole database for cross-platform transport, ensure that the
database is in read-only mode. You can transport a database only if the source and
destination use the same endian format.

While backing up tablespaces, the tablespaces being backed must be in read-only
mode, unless the ALLOW INCONSISTENT clause is used. To transport tablespaces, the
source and destination can use different endian formats. When FOR TRANSPORT is
used, endian conversion is performed on the destination database.

See Also: "Backing Up Data for Cross-Platform Transport"

Note: Cross-platform backups using backup sets are supported from Oracle Database
12c Release 1 (12.1).

ALLOW INCONSISTENT Enables you to backup tablespaces that are not in read-only mode.
You cannot use ALLOW INCONSISTENT for cross-platform whole database backups.

Although the backup is created, you cannot plug these tablespaces directly into the
target database because they are inconsistent. You must later create an incremental
backup of the tablespaces when they are in read-only mode. This incremental backup
must contain the DATAPUMP clause, which is used to create a backup set containing an
export dump file of the tablespace metadata.

See Also: Oracle Database Backup and Recovery User's Guide for more information
about creating an restoring inconsistent tablespace backups.

FOR TRANSPORT UNPLUG INTO Creates a cross-platform consistent backup of a PDB using backup sets. The metadata
filename required to plug the PDB into a different CDB is stored in the XML file specified using
filename.
You can use this backup to perform cross-platform transport of the PDB to any
supported platform. The PDB that is being transported must be closed before it is
unplugged. The CDB to which this PDB belongs must be in read-write mode.

FULL Creates a backup of all blocks of data files included in the backup. FULL is the opposite
of INCREMENTAL. RMAN makes full backups by default if neither FULL nor
INCREMENTAL is specified.
A full backup has no effect on subsequent incremental backups and is not considered a
part of any incremental backup strategy. A full image copy backup can be incrementally
updated, however, by applying incremental backups with the RECOVER command.
Note: Unused block compression, which is described in the entry for BACKUP
AS BACKUPSET, causes some data file blocks to be skipped during full backups.

INCREMENTAL LEVEL integer  Copies only those data blocks that have changed since the last incremental integer
backup, where integeris 0 or 1 (see Example 2-16).

See "Incremental Backups" for an explanation of incremental backups.
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INCREMENTAL FROM SCN
integer

keepOption

ORACLE

Creates an incremental backup of all specified data files that includes all data file blocks
changed at SCNs greater than or equal to the specified SCN.

One use of this option is to refresh a standby database with changes from the primary
database (see Example 2-24, and the chapter on RMAN backups in Oracle Data Guard
Concepts and Administration). This backup contains all changed blocks since the
standby database was created or last synchronized. At the standby database, you can
use RECOVER with NOREDO to apply the incremental backup. All changed blocks
captured in the incremental backup are applied at the standby database, bringing it
current with the primary database.

If you are not making incremental backups based on Volume Shadow Copy Service
(VSS) snapshots, then specify formatSpec when you specify INCREMENTAL FROM SCN.
The FORMAT string should include substitution variables such as %U because RMAN
generates a control file backup.

If you specify FROM SCN with the NOKEEP option, and if you do not specify formatSpec
when you specify INCREMENTAL FROM SCN, then RMAN creates incremental backups
in the fast recovery area so that you can create incremental backups based on VSS
snapshots in a Windows environment. In this way, you can use incremental backup sets
and VSS shadow copies in conjunction. The checkpoint SCN value specified in the
FROM SCN parameter should be same as the BACKUP CHECKPOINT value in the VSS
backup metadata document. If block change tracking is enabled, then the backups use
the change tracking mechanism, which significantly reduces the time taken to create
incremental backups. RMAN can apply incremental backups from the fast recovery area
during recovery transparently.

Note: You cannot use PLUS ARCHIVELOG when also specifying INCREMENTAL FROM
SCN.

See Also: Oracle Database Platform Guide for Microsoft Windows to learn about
making backups with VSS

Overrides any configured retention policy for this backup so that the backup is not
considered obsolete, as shown in Example 2-26.

You can use the KEEP syntax to generate archival database backups that satisfy
business or legal requirements. The KEEP setting is an attribute of the backup set (not
individual backup piece) or image copy.

Note: You cannot use KEEP with BACKUP BACKUPSET.

With the KEEP syntax, you can keep the backups so that they are considered obsolete
after a specified time (KEEP UNTIL), or make them never obsolete (KEEP FOREVER). As
shown in Example 2-27, you must be connected to a recovery catalog when you specify
KEEP FOREVER.

Note: You can use CHANGE to alter the status of a backup generated with KEEP.
Note: You cannot use KEEP UNTIL with PLUS ARCHIVELOG.
See Also: keepOption for more information about backups made with the KEEP option
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MAXSETSIZE sizeSpec

notBackedUpSpec

NOCHECKSUM

NOEXCLUDE

ORACLE

Specifies a maximum size for a backup set (as shown in Example 2-17). RMAN limits all
backup sets to this size.

It is possible for a backup set to span multiple tapes, so blocks from each data file are
written to multiple tapes. If one tape of a multivolume backup set fails, then you lose the
data on all the tapes rather than just one. Because a backup set always includes a
whole file rather than part of a file, you can use MAXSETSIZE to specify that each
backup set can fit on one tape.

Specify size in bytes (default), kilobytes (K), megabytes (M), or gigabytes (G). For
example, to limit a backup set to 3 MB, specify MAXSETSIZE 3M. The default size is in
bytes, rounded down from kilobytes. For example, MAXSETSIZE 3000 is rounded down
to 2 KB (2048 bytes). The minimum value must be greater than or equal to the database
block size.

The default number of files in each backup set is determined by FILESPERSET, which
defaults to 64. When you specify MAXSETSIZE, RMAN attempts to limit the size in bytes
of the backup sets according to the MAXSETSIZE parameter. The limit on the number of
files in a backup set applies even if the total size of the resulting backup set is less than
MAXSETSIZE.

Note: This option results in an error message if used with BACKUP AS COPY. If you run
BACKUP AS COPY on a channel that has MAXSETSIZE set, then MAXSETSIZE is silently
ignored.

Limits the set of archived redo log files to be backed up according to whether a specified
number of backups are present (and not obsolete), or whether the logs have been
backed up since a specified date.

See Also: notBackedUpSpec

Suppresses block checksums during the backup.

A checksum is a number that is computed from the contents of a data block.

DB_BLOCK CHECKSUM is a database initialization parameter that controls the writing of
checksums for the blocks in data files in the database (not backups). If

DB BLOCK CHECKSUMis typical, then the database computes a checksum for each
block during normal operations and stores it in the block before writing it to disk. When
the database reads the block from disk later, it recomputes the checksum and compares
it to the stored value. If they do not match, then the block is damaged.

Note: You cannot disable checksums for data files in the SYSTEM tablespace even if

DB BLOCK CHECKSUM=false.

By default, the BACKUP command computes a checksum for each block and stores it in
the backup. The BACKUP command ignores the values of DB BLOCK CHECKSUM
because this initialization parameter applies to data files in the database, not backups. If
you specify the NOCHECKSUM option, then RMAN does not perform a checksum of the
blocks when writing the backup.

When restoring a backup data file, RMAN honors the DB BLOCK CHECKSUM initialization
parameter setting. RMAN clears the checksum if DB_ BLOCK_CHECKSUM is set to false.
If set to typical, then RMAN verifies the checksum when restoring from the backup
and writing to the data file.

Note: You can turn off checksum checking by specifying NOCHECKSUM, but other
physical consistency checks, such as checks of the block headers and footers, cannot
be disabled.

See Also: Oracle Database Reference for more information about the
DB BLOCK CHECKSUM initialization parameter

When specified on a BACKUP DATABASE or BACKUP COPY OF DATABASE command,
RMAN backs up all tablespaces, including any for which a CONFIGURE EXCLUDE
command has been entered. This option does not override SKIP OFFLINE or SKIP
READONLY.
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POOL integer

PROXY

ONLY

REUSE

SECTION SIZE sizeSpec

skipSpec

ORACLE

Specifies the media pool in which the backup is stored. Consult your media
management documentation to see whether POOL is supported.

Note: This option does not work with AS COPY and results in an error.

Backs up the specified files with the proxy copy functionality, which gives the media
management software control over the data transfer between storage devices and the
data files on disk. The media manager—not RMAN—decides how and when to move
data.

When you run BACKUP with the PROXY option, RMAN performs these steps:

1. Searches for a channel of the specified device type that is proxy-capable. If no such
channel is found, then RMAN issues a warning and attempts a conventional (that is,
non-proxy) backup of the specified files.

2. If RMAN locates a proxy-capable channel, then it calls the media manager to check
if it can proxy copy the files. If the media manager cannot proxy copy, then RMAN
uses conventional backup sets to back up the files.

Note: If you specify PROXY, then the $p variable must be included in the FORMAT string
either explicitly or implicitly within %U.

Note: This option does not work with AS COPY and results in an error.

Causes the database to issue an error message when it cannot proxy copy rather than
creating conventional backup sets. If you do not want RMAN to try a conventional copy
when a proxy copy fails, use the ONLY option.

Enables RMAN to overwrite an existing backup or copy with the same name as the file
that BACKUP is currently creating.

Specifies the size of each backup section produced during a data file or data file copy
backup.

By setting this parameter, RMAN can create a multisection backup. In a multisection
backup, RMAN creates a backup piece that contains one file section, which is a
contiguous range of blocks in a file. All sections of a multisection backup are the same
size.

File sections enable RMAN to create multiple steps for the backup of a single large data
file. RMAN channels can process each step independently and in parallel, with each
channel producing one section of a multisection backup set.

Multisection backups can be stored either as image copies or backup sets (both full and
incremental). To create multisection image copies or incremental backups, the
COMPATIBLE parameter must be 12.0.0 or higher.

See Also: Oracle Database Backup and Recovery User's Guide for more information
about multisection image copies.

Note: RMAN always creates multisection backups with FILESPERSET set to 1.

If you specify a section size that is larger than the size of the file, then RMAN does not
use multisection backup for the file. If you specify a small section size that would
produce more than 256 sections, then RMAN increases the section size to a value that
results in exactly 256 sections.

Note: Depending on where you specify this parameter in the RMAN syntax, you can
specify different section sizes for different files in the same backup job.

Note: You cannot use SECTION SIZE with MAXPIECESIZE.

Excludes data files or archived redo log files from the backup if they are inaccessible,
offline, or read-only.

See Also: skipSpec for details.
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TAG tag name

TO PLATFORM 'platform'

ALLOW INCONSISTENT

ORACLE

Specifies a user-specified tag name for a backup set, proxy copy, data file copy, or
control file copy. The tag is applied to the output files generated by the BACKUP
command.

The tag name is not case-sensitive. The name must be 30 characters or less. The
characters are limited to the characters that are valid in file names on the target file
system. For example, ASM does not support the use of the hyphen (-) character in the
file names it uses internally, so weekly-incremental is not a valid tag name for
backups in ASM disk groups. Environment variables are not valid in the TAG parameter.

Typically, a tag name is a meaningful name such as MON_PM BKUP or
WEEKLY FULL BKUP. Tags are reusable, so that backup set 100 can have the tag
MON_PM BKUP one week while backup set 105 has the same tag the next week.

If you do not specify a tag name, then by default RMAN creates a tag for backups
(except for control file autobackups). The default tag uses the format
TAGYYYYMMDDTHHMMSS, where YYYY is the year, MM is the month, DD is the day, HH is the
hour (in 24-hour format), MM is the minutes, and SS is the seconds. For example, a
backup of data file 1 might receive the tag TAG20130208T133437. The date and time
refer to when RMAN started the backup. If multiple backup sets are created by one
BACKUP AS BACKUPSET command, then each backup piece is assigned the same
default tag.

You can also specify the tag at the backupSpec level. If you specify the tag at:

»  The command level, then all backup sets created by the command have the tag.

*  The backupSpec level, then backup sets created with different backup
specifications can have different tags.

«  Both levels, then the tag in the backupSpec takes precedence.

Note: A tag is an attribute of each backup piece in a given copy of a backup set (for

AS BACKUPSET) or each image copy (for AS COPY). For example, if you run BACKUP

AS BACKUPSET COPIES 1 DATABASE TAG TUE PM, then only one copy of the backup

set exists and each backup piece has tag TUE_PM. Assume that this backup set has

primary key 1234. If you then run BACKUP BACKUPSET 1234 TAG WED_PM, then the

first copy of the backup set has tag TUE_PM and the second copy of the backup set has

tag WED PM.

Specifies the full name of the destination platform to which the cross-platform backup
will be transported. If you omit TO PLATFORM, RMAN assumes that the destination
platform is the same as the source platform.

Backup sets created by a cross-platform backup are not catalogued in the control file.
You can use either FOR TRANSPORT or TO PLATFORM to indicate that a backup is a
cross-platform backup. If you specify a platform name using TO PLATFORM, endianess
conversion, if required, is performed on the source platform. Therefore, you can restore
this cross-platform backup only on the specified platform. If you omit TO PLATFORM, you
can restore this cross-platform backup on any supported platform. The
VSTRANSPORTABLE PLATFORM view provides information about the supported
platforms.

See Also: "FOR TRANSPORT"

See Also: "Backing Up Data for Cross-Platform Transport" for information about the
mode in which the database or tablespace is opened before creating a cross-platform
backup

Note: Cross-platform backups using backup sets are supported from Oracle Database
12c Release 1 (12.1).

Enables you to backup tablespaces that are not in read-only mode.
You cannot use ALLOW INCONSISTENT for cross-platform whole database backups.
See Also: "ALLOW INCONSISTENT"
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TO PLATFORM UNPLUG INTO

filename

VALIDATE

Creates a cross-platform consistent backup of a PDB using backup sets. The metadata
required to plug the PDB into a different CDB is stored in the XML file specified using
filename.

You use this backup to perform cross-platform transport of the PDB to the specified
platform. The PDB must be closed before it is unplugged. The CDB must be in read-
write mode.

Scans the specified files and verifies their contents, testing whether this file can be
backed up and whether the data blocks are corrupt.

RMAN creates no output files. This option is equivalent to using the VALIDATE
command on the database files specified in the backup.

If you do not specify CHECK LOGICAL, then BACKUP VALIDATE checks for physical
corruption only. If you specify CHECK LOGICAL, then BACKUP VALIDATE checks for both
physical and logical corruption. RMAN populates the VSDATABASE BLOCK _CORRUPTION
view with any corruptions that it finds.

You can use the SET MAXCORRUPT command to set a limit for the number of corrupt
blocks tolerated during the backup validation. The default is zero.

If you execute BACKUP INCREMENTAL with VALIDATE, then the behavior depends on
whether block change tracking is enabled. If change tracking is enabled, then RMAN

validates only changed blocks; otherwise, RMAN validates all blocks in the files included
in the backup.

Note: You cannot validate backups of backup sets.

ORACLE

backupSpec

This subclause specifies a list of one or more objects to be backed up. Each backupSpec
clause generates one or more backup sets (AS BACKUPSET) or image copies (AS COPY). For As
BACKUPSET, the backupSpec clause generates multiple backup sets if the number of data files
specified in or implied by its list of objects exceeds the default limit of 4 data files or 16
archived redo log files in each backup set. Refer to backupSpec::= for the syntax diagram.
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archivelogRecordSpecifier

ORACLE

Specifies a range of archived redo log files to be backed up.

To back up archived redo logs in a CDB, connect to the root as a common user with the
SYSDBA or SYSBACKUP privilege. You cannot back up archived redo logs when
connected to a PDB.

When backing up archived redo log files, RMAN can perform archived log failover
automatically. RMAN backs up the log when at least one archived log corresponding to
a given log sequence number and thread is available. Also, if the copy that RMAN is
backing up contains corrupt blocks, then it searches for good copies of these blocks in
other copies of the same archived redo log files.

RMAN does not signal an error if the command finds no logs to back up, since this
situation probably exists because no new logs were generated after the previous
BACKUP ARCHIVELOG ALL DELETE INPUT command. The only exception to this
behavior is when the SEQUENCE number clause is specified. In this scenario, RMAN
signals the RMAN-06004 error if an archived redo log file of the specified sequence is
not found.

If you specify BACKUP ARCHIVELOG ALL, then RMAN backs up exactly one copy of
each distinct log sequence number. For example, if you archive to multiple destinations,
RMAN backs up one copy of each log sequence number—not each copy of each log
sequence number. For other commands, such as DELETE ALL does refer to every log,
even duplicate log sequences.

If the database is open when you run BACKUP ARCHIVELOG, and if the UNTIL clause or
SEQUENCE parameter is not specified, then RMAN runs ALTER SYSTEM ARCHIVE LOG
CURRENT.

Note: If you run BACKUP ARCHIVELOG ALL, or if the specified log range includes logs
from prior incarnations, then RMAN backs up logs from prior incarnations to ensure
availability of all logs that may be required for recovery through an OPEN RESETLOGS.
See Also: archivelogRecordSpecifier for syntax, and Oracle Database Backup and

Recovery User's Guide explanations of backup failover for logs and automatic log
switching
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BACKUPSET

ALL

completedTimeSpec

Integer

FROM TAG tag name

CONTROLFILECOPY

' filename'
ALL

LIKE 'string pattern'

copyOfSpec

ORACLE

Specifies a backup of backup sets. Use this parameter with the DEVICE TYPE sbt
clause to offload backups on disk to tape (as shown in Example 2-21). You cannot back
up from tape to tape or from tape to disk: only from disk to disk or disk to tape.

If you specify the DELETE INPUT option on the BACKUP BACKUPSET command, then
RMAN deletes all copies of the backup set that exist on disk. For example, if you
duplexed a backup to 4 locations, then RMAN deletes all 4 backup sets. The ALL option
does not add any functionality.

RMAN performs backup set failover when backing up backup sets. RMAN searches
for all available backup copies when the copy that it is trying to back up is corrupted or
missing. This behavior is similar to RMAN's behavior when backing up archived redo log
files that exist in multiple archiving destinations.

If backup optimization is enabled when you back up a backup set, and if the identical
backup set has been backed up to the same device type, then RMAN skips the backup
of this backup set.

Starting with Oracle Database Release 18c, you can use the BACKUP AS COMPRESSED
BACKUPSET command to compress backup sets that were not created using
compression.

You can use BACKUP ... BACKUPSET to back up unencrypted backup sets in
encrypted format. Before running the BACKUP command, enable encryption using the
SET ENCRYPTION FOR DATABASE ON command.

Note: When you use the BACKUP BACKUPSET command with encrypted backup sets,
the backup sets are backed up in their encrypted form. Because BACKUP BACKUPSET
just copies the encrypted backup set to disk or tape, no decryption key is needed during
a BACKUP BACKUPSET operation. The data is never decrypted during any part of the
operation. The BACKUP BACKUPSET command can neither encrypt nor decrypt backup
sets.

Note: You can duplex backups of backup sets with BACKUP COPIES and SET BACKUP
COPIES.

Specifies all backup sets.

When used with CDBs, RMAN skips backing up the backups of PDBs that were
dropped. There is no way to back up backup sets of dropped PDBs.

Identifies backup sets according to completion time.
See Also: completedTimeSpec

Specifies backup sets according to primary key. You can obtain the primary keys for
backup sets from the output of the LIST BACKUP command.

Identifies one or more backup sets by tag name. If multiple backup sets have the same
tag name, then they are all are backed up. The tag name is not case-sensitive.

Specifies one or more control file copies for backups.

A control file copy can be created with the BACKUP AS COPY CURRENT CONTROLFILE
command or the SQL ALTER DATABASE BACKUP CONTROLFILE TO '...' command.

Note: A control file autobackup is not a control file copy.
Specifies a control file copy by file name.
Specifies all control file copies.

Specifies a control file copy by a file name pattern. The percent sign (%) as a wildcard
meaning 0 o r more characters; an underscore (_) is a wildcard meaning 1 character.

Makes a backup of previous image copies of data files and possibly control files.
See Also: copyOfSpec
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CURRENT CONTROLFILE

APPLICATION ROOT DATABASE
app_root name

DATABASE

DATABASE ROOT

ORACLE

Specifies the current control file. When backing up as a backup set, RMAN first creates

a snapshot control file for read consistency. You can configure the location of the

snapshot control file with the CONFIGURE command. In an Oracle Real Application

Clusters (Oracle RAC) environment, the following restrictions apply:

*  The snapshot control file location must be on shared storage—that is, storage that
is accessible by all Oracle RAC instances.

*  The destination of an image copy of the current control file must be shared storage.

Creates a backup of all data files in the application root.

Connect to the CDB root as a common user with the SYSDBA or SYSBACKUP privilege.
Or, connect to the application root as an application common user with the SYSDBA or
SYSBACKUP privilege.

Creates a backup of all data files in the whole database or a single pluggable database
(PDB). To back up a CDB, connect to the root as a common user with the SYSDBA or
SYSBACKUP privilege. To back up a PDB, connect to the PDB as a common user or local
user with the SYSDBA or SYSBACKUP privilege.

If generating a backup set, then RMAN can include only data files and control files: it
cannot include archived redo log files.

In an application container, creates a backup of all data files in the application container.
This includes the application root and all application PDBs that belong to this application
root. Connect to the application root as an application common user with the SYSDBA or
SYSBACKUP privilege.

If the backupSpec includes data file 1, and if CONFIGURE

CONTROLFILE AUTOBACKUP is OFF, then RMAN automatically includes the control
file in the backup. If the instance is started with a server parameter file, then RMAN also
includes this parameter file in the backup.

If the backupSpec includes data file 1, and if CONFIGURE

CONTROLFILE AUTOBACKUP is 0N, then RMAN does not automatically include the
control file in the output. Instead, RMAN generates a separate control file autobackup
piece. If the instance is started with a server parameter file, then RMAN includes this
parameter file in the autobackup piece.

Full database backups are usually either image copies or compressed backup sets.
Image copies are more flexible than backup sets for some purposes (such as use in an
incrementally updated backups strategy), and compressed backup sets make more
efficient use of storage space, if the CPU overhead involved in creating them is
tolerable.

Note: To force RMAN to include the current control file in the backup when
CONTROLFILE AUTOBACKUP is ON, specify the INCLUDE CURRENT CONTROLFILE
clause.

Note: Proxy PDBs are not backed up during a CDB backup.
See Also: The TABLESPACE description to learn about backup behavior when the
database includes bigfile tablespaces

In a CDB, creates a backup of the data files in the root. Connect to the root as a
common user with the common SYSDBA or SYSBACKUP privilege.

In an application container, creates a backup of the files in the application root and all
application PDBs. Connect to the application root as an application common user with
the SYSDBA or SYSBACKUP privilege.

See the previous description of DATABASE.
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PLUGGABLE DATABASE pdb name

datafileCopySpec

DATAFILE datafileSpec

DATAPUMP

FORMAT formatSpec

SKIP DATAFILES
EXCLUDE

STATISTICS
TABLE STATISTICS
INDEX STATISTICS

ORACLE

Creates a backup of the data files in one or more PDBs. Specify multiple PDBs using a
comma-delimited list. Connect to the root as a common user with the SYSDBA or
SYSBACKUP privilege.

With application containers, use this clause as follows:

*  To back up one or more application PDBs, connect to the application root as an
application common user with the SYSDBA or SYSBACKUP privilege. Use a comma-
delimited list to specify multiple application PDBs.

e To back up the application root and all application PDBs, connect to the CDB root
as a common user with the SYSDBA or SYSBACKUP privilege and specify the
application root name as pdb_name.

Note: Backing up a proxy PDB is not supported

Specifies the file names of one or more data file image copies.

See Also: datafileCopySpec for details

Specifies a list of one or more data files. Refer to description of BACKUP DATABASE for
RMAN behavior when data file 1 is backed up.

See Also: datafileSpec

Specifies that a Data Pump export dump file is created while performing a cross-
platform tablespace backup.

The export dump file contains the metadata of the read-only tablespaces being
transported. You need this metadata to plug in the tablespaces at the destination
database. The dump file is created in s separate backup set. If you use the DATAPUMP
clause with the INCREMENTAL FROM SCN, then the tablespace must be in read-only
mode.

This clause cannot be used with the ALLOW INCONSISTENT clause.
Specifies the pattern used to store the backup piece that contains the export dump file.
If the FORMAT is omitted, then the format provided in the BACKUP command is used. If no

FORMAT clause was used for the BACKUP command too, the default format is used for
the backup pieces.

Excludes data files for backup.

Excludes statistics from the data pump export operation.

To avoid creating large memory demands, you can choose to exclude statistics data in
the export dump file. Use any or all of the following keywords to specify the criteria for
EXCLUDE:

o STATISTICS

. TABLE STATISTICS
. INDEX STATISTICS

Excludes statistics while creating the export dump file.
Excludes table statistics while creating the export dump file.

Excludes index statistics while creating the export dump file.
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RECOVERY AREA Backs up recovery files created in the current and all previous fast recovery area
destinations. Backups can go to SBT and disk. To backup to disk, you must use the TO
DESTINATION syntax outlined in toDestSpec.

Recovery files are full and incremental backup sets, control file autobackups, data file
copies, and archived redo log files. If an archived redo log file is missing or corrupted,
then RMAN looks outside of the recovery area for a good copy of the log that it can use
for the backup. Flashback logs, the current control file, and online redo log files are not
backed up.

By default, backup optimization is enabled for this command even if the CONFIGURE
BACKUP OPTIMIZATION setting is OFF. You can disable backup optimization for BACKUP
RECOVERY AREA by specifying FORCE.

Note: If the fast recovery area is not enabled but was enabled previously, then files
created in the previous fast recovery area location are backed up.

DB _RECOVERY FILE DEST RECOVERY AREA and DB_RECOVERY FILE DEST are synonyms.

RECOVERY FILES Backs up all recovery files on disk, whether they are stored in the fast recovery area or
other locations on disk. The backups can go to SBT or disk. To backup to disk, you must
use the TO DESTINATION syntax outlined in toDestSpec.

Recovery files include full and incremental backup sets, control file autobackups,
archived redo log files, and data file copies.

By default, backup optimization is enabled for this command even if the CONFIGURE
BACKUP OPTIMIZATION setting is OFF. You can disable backup optimization for
RECOVERY FILES by specifying FORCE.

SPFILE Includes the server parameter file in a backup set. The AS COPY option is not supported
for server parameter file backups.
RMAN backs up the server parameter file currently in use by the target database.
RMAN cannot back up the server parameter file when the instance was started with an
initialization parameter file. RMAN cannot make incremental backups of the SPFILE.

TABLESPACE tablespace name Specifies the names of one or more tablespaces. RMAN translates tablespace names
B internally into a list of data files, then backs up all data files that are currently part of the
tablespaces. If the SYSTEM tablespace (and thus data file 1) is included in the backup,
and if CONTROLFILE AUTOBACKUP is not configured, then RMAN also creates a copy
of the control file.

When connected to the root in a CDB, refers to tablespaces in the root. Refers to
tablespaces in a PDB when connected directly to a PDB.

You cannot back up locally-managed temporary tablespaces, although you can back up
dictionary-managed tablespaces.

If the following conditions are met, then RMAN can back up transportable tablespaces
that have not been made read/write after being transported:

*  The COMPATIBLE initialization parameter is set to 11.0.0 or higher.

*  You are using an Oracle Database 11g or later RMAN client.

If any of the preceding conditions is not met, then RMAN automatically skips
transportable tablespaces that have not yet been made read/write. If you specify a
transportable tablespace explicitly when any of the conditions is not met, then RMAN
issues an error saying that the tablespace does not exist.

Note: If you rename a tablespace, then RMAN detects that the tablespace has changed
its name and updates the recovery catalog on the next resynchronization.

backupSpecOperand The backupSpecOperand that follows a backupSpec specifies options that apply to the
backupSpec.
backupSpecOperand
ORACLE
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This subclause specifies a variety of options and parameters that affect the backupSpec clause.
Many subclauses are also used with backupOperand. Options that are not shared in common
with backupOperand are listed here. Refer to backupSpecOperand::= for the syntax diagram.

Syntax Element

Description

DELETE [ALL] INPUT

FROM TAG tag name

INCLUDE CURRENT

Deletes the input files after successfully backing them up.

Specify this option only when backing up archived redo log files, data file copies (COPY
OF or DATAFILECOPY), or backup sets. The BACKUP ARCHIVELOG command only backs
up one copy of each distinct log sequence number, so if the DELETE INPUT option is
used without the ALL keyword, RMAN only deletes the copy of the file that it backs up.

Specifying the DELETE INPUT option is equivalent to issuing the DELETE command for
the input files. When backing up archived redo log files, RMAN uses the configured
settings to determine whether an archived redo log can be deleted (CONFIGURE
ARCHIVELOG DELETION POLICY TO BACKED UP).

The ALL option applies only to archived redo log files. If you run DELETE ALL INPUT,
then the command deletes all copies of corresponding archived redo log files or data file
copies that match the selection criteria in the BACKUP command (as shown in

Example 2-19). For example, if you specify the SEQUENCE n clause, then RMAN deletes
all archived redo log files with same sequence number n.

Note: The database retains archived redo log files in the fast recovery area if possible
and deletes them automatically when disk space is required. You can use the BACKUP
DELETE INPUT, DELETE ARCHIVELOG, and DELETE OBSOLETE commands to delete
log files manually from inside or outside the recovery area. You do not need to specify
BACKUP DELETE INPUT when backing up the recovery area because the database
automatically deletes log files based on the archived redo log deletion policy and other
fast recovery area rules.

Identifies files by tag name (see Example 2-18). Only the files that match the tag_name
are backed up. Defined in context with several other commands.

Creates a snapshot of the current control file and places it into one of backup sets

CONTROLFILE produced by the BACKUP command.
Note: This option does not apply with AS COPY and results in an error message.
backupTypeSpec
This subclause specifies the form of the BACKUP command output: backup set or image copy.
Refer to backupTypeSpec::= for the syntax diagram.
ORACLE
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Syntax Element Description

AS BACKUPSET Creates backup sets on the specified device. This is the default backup type.
AS BACKUPSET is the only possibility when backing up to tape, and for creating level 1
incremental backups to any destination. Backup sets are RMAN-specific logical structures. The
backup set is the smallest unit of a backup.
The FILESPERSET parameter of the BACKUP command determines the maximum number of files
in each backup set. Archived redo log files and data files are never combined into a single
backup set.
When using encrypted backups, data files from tablespaces with different encryption settings are
never written into the same backup set.
RMAN cannot back up files with different block sizes into the same backup set. RMAN can back
up tablespaces with different block sizes, but puts each differently sized data file into its own
backup set.
When unused block compression is applied, RMAN reads only the blocks that are currently
allocated to a table. RMAN still checks each of the blocks to see whether the header has marked
the block as unused. If a block has been unused, it is not written to the backup.
Unused block compression is turned on automatically when all of the following five conditions are
true:

1. The COMPATIBLE initialization parameter is set to 10.2 or higher.

Note: If COMPATIBLE is set to 10.2, then only tablespaces created with 10.2 compatibility are
optimized to exclude blocks that do not currently contain data. If COMPATIBLE is setto 11.0.0
or higher, however, then the first backup that produces backup sets after COMPATIBLE is set
to 11.0.0 or higher updates the headers of all locally managed data files so that all locally
managed data files can be optimized.

2. There are currently no guaranteed restore points defined for the database.
3. The data file is locally managed

4. The data file is being backed up to a backup set as part of a full backup or a level 0
incremental backup

5. The backup set is created on disk or Oracle Secure Backup is the media manager.

Note: When backing up to a media manager that is not Oracle Secure Backup, RMAN
copies all the blocks regardless of whether they contain data or not.

Note: A corrupt unused block is not harmful. This is because when a block is corrupt and RMAN
does not read it because of unused block compression, RMAN does not detect the corruption.
Each backup set contains at least one backup piece, which is an RMAN-specific physical file
containing the backed up data. You can also use the BACKUP command to generate a proxy
copy, which is a backup in which the entire data transfer is conducted by a media manager.
RMAN only records complete backup sets in the RMAN repository. There are no partial backup
sets. When a BACKUP command creates backup pieces but does not produce a complete backup
set, the backup pieces are discarded.

Note: You cannot stripe a single backup set across multiple channels. You also cannot stripe a
single input file across multiple backup sets.

See Also: Oracle Secure Backup Administrator's Guide to learn how to use Oracle Secure
Backup with RMAN
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Syntax Element

Description

AS COMPRESSED
BACKUPSET

AS COPY

AS SPARSE BACKUPSET

AS NONSPARSE
BACKUPSET

ORACLE

Enables binary compression.

RMAN compresses the data written into the backup set to reduce the overall size of the backup
set. All backups that create backup sets can create compressed backup sets. Restoring
compressed backup sets is no different from restoring uncompressed backup sets.

RMAN applies a binary compression algorithm as it writes data to backup sets. This compression
is similar to the compression provided by many media manager vendors. When backing up to a
locally attached tape device, compression provided by the media management vendor is usually
preferable to the binary compression provided by BACKUP AS COMPRESSED BACKUPSET.
Therefore, use uncompressed backup sets and turn on the compression provided by the media
management vendor when backing up to locally attached tape devices. Do not use RMAN binary
compression and media manager compression together.

Some CPU overhead is associated with compressing backup sets. If the target database is
running at or near its maximum load, then you may find the overhead unacceptable. In most
other circumstances, compressing backup sets saves enough disk space to be worth the CPU
overhead.

Creates image copies (rather than backup sets).

An image copy is a byte-for-byte identical copy of the original file. You can create image copy
backups of data files, control files, data file copies, control file copies, and archived redo log files.
Image copy files can only exist on disk. When using incrementally updated backups, the level 0
incremental must be an image copy backup.

By default, BACKUP generates backup sets. You can change the default backup type for disk
backups to image copies using the CONFIGURE DEVICE TYPE ... BACKUP TYPE TO COPY
command.

RMAN chooses a location for the copy according to the following rules, listed in order of
precedence:

FORMAT specified on BACKUP command for the object being backed up

FORMAT specified for the BACKUP command

fileNameConversionSpec setting for BACKUP command

1

2

3

4. CONFIGURE CHANNEL integer ... FORMAT

5. CONFIGURE CHANNEL DEVICE TYPE ... FORMAT
6

Platform-specific default FORMAT (which includes a %U for generating a unique file name)

You can create and restore image copy backups with RMAN or use a native operating system
command for copying files. When you use RMAN, copies are recorded in the RMAN repository
and are more easily available for use in restore and recovery. Otherwise, you must use the
CATALOG command to add the user-managed copies to the RMAN repository so that RMAN can
use them.

You cannot make a copy of a backup set, although you can make an image copy of an image
copy. To back up a backup set, use BACKUP BACKUPSET.

Creates sparse backups of sparse data files in the backup set format. To use this clause, the
COMPATIBLE initialization parameter of the database being backed up must be set to 12.2 or
higher.

If you run this command on a non-sparse database, then RMAN performs a traditional backup in
the backup set format.

This setting overrides the default device type parameter set using the CONFIGURE command.
See the AS BACKUPSET clause for more information on the backup set format.
Creates traditional (non-sparse) backups of data files in a sparse environment, in the backup set

format. The source data files can be sparse and non-sparse. To use this clause, the COMPATIBLE
initialization parameter of the database being backed up must be set to 12.2 or higher.

See the AS BACKUPSET clause for more information on the backup set format.
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Syntax Element

Description

AS SPARSE
COMPRESSED
BACKUPSET

AS NONSPARSE
COMPRESSED
BACKUPSET

AS SPARSE COPY

AS NONSPARSE COPY

Creates sparse backups of sparse data files in the compressed backup set format. To use this
clause, the COMPATIRBLE initialization parameter of the database must be set to 12.2 or higher.

If you run this command on a non-sparse database, then RMAN performs a traditional backup in
the compressed backup set format.

This setting overrides the default device type parameter set using the CONFIGURE command.
See the AS COMPRESSED BACKUPSET clause for more information on the compressed backup
set format.

Creates traditional (non-sparse) backups of data files in a sparse environment, in the
compressed backup set format. The source data files can be sparse and non-sparse. To use this
clause, the COMPATIBLE initialization parameter of the database must be set to 12.2 or higher.

See the AS COMPRESSED BACKUPSET clause for more information on the compressed backup
set format.

Creates sparse backups of sparse data files in the image copy format. To use this clause, the
COMPATIBLE initialization parameter of the database must be set to 12.2 or higher.

If you run this command on a non-sparse database, then RMAN performs a traditional full backup
in the image copy format.

This setting overrides the default device type parameter set using the CONFIGURE command.
See the AS COPY clause for more information on the image copy format.
Creates traditional (non-sparse) backups of data files in a sparse environment in the image copy

format. The source data files can be sparse and non-sparse. To use this clause, the COMPATIBLE
initialization parameter of the database must be set to 12.2 or higher.

See the AS COPY clause for more information on the image copy format.

copyOfSpec

This subclause specifies the form of the BACKUP command output: backup set or image copy.
Refer to copyOfSpec::= for the syntax diagram.

Syntax Element

Description

COPY OF DATABASE

Makes a backup of previous image copies of all data files and control files in the
database. All data files that would normally be included by BACKUP DATABASE are
expected to have copies: if not, RMAN signals an error. It is not necessary for all copies
to have been produced by a single BACKUP command. If multiple copies exist of data
file, then RMAN backs up the latest. Optionally, specify the copies by tag name (for
example, FULL COLD_ COPY).

In a CDB, creates a backup of previous image copies of all data files and control files in
the CDB. You connect to the root to back up the whole CDB. In a PDB, creates a backup
of previous image copies of all data files and control files in the PDB. To backup a PDB,
connect to that PDB.

Note: The output of this command can be image copies or backup sets.

COPY OF DATABASE ROOT In a CDB, makes a backup of previous image copies of the data files and control files in

the root. See the previous description of COPY OF DATABASE.

COPY OF PLUGGABLE DATABASE Ina CDB, makes a backup of previous image copies of the data files and controls files

pdb_name

ORACLE

in one or more PDBs. Use a comma-delimited list to specify multiple PDBs and connect
to the root.
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Syntax Element

Description

COPY OF DATAFILE datafileSpec

COPY OF TABLESPACE
tablespace name

Makes a backup of a previous image copy of one or more data files. Specify the data file
by file number (DATAFILE 3) or file name (DATAFILE '?/oradata/trgt/
users01.dbf"). You specify the data file name and not the file name of the copy of the
data file. If multiple copies of a data file exist, then RMAN backs up the most recent
copy.

Note: It is not necessary for the image copies that you are backing up to have been
created by a single BACKUP command.

Note: The output of this command can be image copies or backup sets.
See Also: datafileSpec

Makes a backup of previous image copies of the data files in one or more specified
tablespaces. All data files that are normally included by BACKUP TABLESPACE should
have copies: if not, then RMAN signals an error. It is not necessary for all copies to have
been produced by a single BACKUP command. If multiple copies exist of data file, then
RMAN backs up the latest.

Specify the tablespaces in the list by tablespace name (for example, users) or specify a
particular copy by tag name (for example, 0403 CPY OF USERS). If you do not specify
TAG, then RMAN backs up the most recent data file copy for each data file in the
tablespace.

Note: The output of this command can be image copies or backup sets.

datafileCopySpec

This subclause specifies data file copies. Refer to datafileCopySpec::= for the syntax diagram.

Syntax Element

Description

'filename'

ALL

LIKE 'string pattern'

FROM TAG tag name

Specifies the file names of one or more data file image copies.
Specifies all data file image copies for back up.
When used with CDBs, RMAN skips backing up all copies of PDBs that were dropped.

Specifies a file name pattern. The percent sign (%) is a wildcard that means zero or
more characters; an underscore (_) is a wildcard that means one character.

Specifies a list of one or more data file copies, identified by the tag name. If multiple
data file copies with this tag exist, then RMAN backs up only the most current data file
copy of any particular data file. Tags are not case sensitive.

NODUPLICATES Prevents the inclusion of identical data file copies in a backup operation (Example 2-29).
For each set of duplicate data file copies, the file with the most recent timestamp is
selected.

duration

This subclause specifies data file copies. Refer to duration::= for the syntax diagram.

Syntax Element

Description

DURATION hh:mm

ORACLE

Specifies a maximum time for a backup command to run. If a backup command does
not complete in the specified duration, then the backup stops.

Without the PARTIAL option, the backup command is considered to have failed if it does
not complete in the specified duration, and RMAN reports an error. If the backup
command is part of a RUN block, then subsequent commands in the RUN block do not
execute.
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Syntax Element

Description

MINIMIZE {LOAD |

PARTIAL

TIME}

With disk backups, you can use MINIMIZE TIME run the backup at maximum speed
(default), or MINIMIZE LOAD to slow the rate of backup to lessen the load on the
system. With MINIMIZE LOAD the backup takes the full specified duration.

If you specify TIME, then file most recently backed up is given the lowest priority to back
up. This scheduling mechanism provides for the eventual complete backup of the
database during successive backup windows, as different data files are backed up in
round-robin fashion.

With the PARTIAL option, the command is considered to have completed successfully
and no error is reported by RMAN even if the whole backup is not completed in the
specified duration.

Without the PARTIAL option, the backup command is considered to have failed if it does
not complete in the specified duration, and RMAN reports an error. If the backup
command is part of a RUN block, then subsequent commands in the RUN block do not
execute.

Whether PARTIAL is used or not, all backup sets completed before the backup is
interrupted are retained and can be used in RESTORE and RECOVER operations.

forRecoveryOfSpec

This subclause specifies a backup for use in an incrementally updated backup strategy. You
must specify INCREMENTAL LEVEL 1 when specifying FOR RECOVER OF. Refer to
forRecoveryOfSpec::= for the syntax diagram.

Syntax Element

Description

FOR RECOVER OF COPY

ORACLE

Specifies that this incremental backup contains all changes since a previous data file
copy or incremental backup. By default, RMAN creates a differential incremental
backup. You must specify CUMULATIVE to force RMAN to create cumulative backups.

Use the WITH TAG clause to separate this incremental backup strategy from the rest of
your backup strategies. If you do not specify WITH TAG, then RMAN uses the most
recent data file copy as the basis for the incremental backup.

A BACKUP INCREMENTAL LEVEL 1 FOR RECOVER OF COPY command can create
image copies or backup sets. RMAN creates level 0 image copies if no such copies
exist, but otherwise creates backup sets.

See Also: Oracle Database Backup and Recovery User's Guide to learn how to make
incrementally updated backups
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Syntax Element

Description

WITH TAG tag name

DATAFILECOPY FORMAT
formatSpec

FOR RECOVER OF TAG tag name

Specifies the tag of the level 0 incremental backup serving as the basis of the backup
strategy (see Example 2-20).

By using the BACKUP INCREMENTAL ... WITH TAG syntax, you can create level 1
incremental backups suitable for rolling forward a level 0 image copy. You can then use
RECOVER COPY OF ... WITH TAG to apply level 1 backups to this copy. In this way,
the strategy continues to roll forward the data file copy so that media recovery does not
need to apply as many changes. This technique is the basis for the Enterprise Manager
strategy for disk backups.

When WITH TAG is specified, RMAN automatically assigns all new incremental backups
in the strategy the same tag as the level 0 data file copy. RMAN decides which blocks to
include in the level 1 backup based on the available incremental backups that have this
tag.

Note: If the BACKUP command has both the TAG and WITH TAG options, then RMAN
issues a warning stating that the TAG option is ignored and that incremental backups
receive the tag specified by WITH TAG.

If no level O backup with the tag specified in the WITH TAG parameter exists in either the
current or parent database incarnation, then FOR RECOVER OF COPY option creates a
level O data file copy tagged with the value specified in the WITH TAG parameter.

Specifies a pattern for naming the output image copies.
If you add a data file to the database, then you do not need to change the backup script

because RMAN automatically creates the level O data file copy required by the
incrementally updated backup strategy for the newly created file.

Backs up the archived redo log files or incremental backups that are intended to recover
the level 0 incremental backup specified by tag name.

For example, the BACKUP INCREMENTAL LEVEL 1 FOR RECOVER OF TAG wholedb
ARCHIVELOG ALL command backs up all archived redo log files needed to recover the
level 0 incremental backup tagged wholedb.

notBackedUpSpec

This subclause specifies that RMAN only backs up files that have not yet been backed up to
the same device type. Refer to notBackedUpSpec::= for the syntax diagram.

ORACLE
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Syntax Element

Description

NOT BACKED UP

AT ANY SCN

Integer TIMES

SINCE TIME ' date string

Backs up only those files—of the files specified on the BACKUP command—that RMAN
has never backed up for the same device type (see Example 2-28).

This subclause is a convenient way to back up new data files after adding them to the
database. RMAN does not examine data file checkpoints, but backs up any data file that
is not already backed up. You can also specify NOT BACKED UP when backing up
backup sets.

Using BACKUP with this clause does manually what an archived redo log deletion policy
can do automatically. If you specify the CONFIGURE ARCHIVELOG DELETION POLICY
TO BACKED UP integer TIMES command, then a BACKUP ARCHIVELOG ALL
command copies all logs unless integer backups exist on the specified device type. If
integer backups of the logs exist, then the BACKUP command skips the logs. In this
way, the archived log deletion policy functions as a default NOT BACKED UP integer
TIMES clause on the BACKUP command.

Archival backups created with the KEEP option are not counted when evaluating the NOT
BACKED UP subclause. For example, if you issue the command

BACKUP ARCHIVELOG SEQUENCE 345 NOT BACKED UP 3 TIMES

and the specified log is already backed up into two non-KEEP backup sets and one KEEP
backup set, then that command backs up the log one more time.

Note: This clause overrides backup optimization (CONFIGURE BACKUP
OPTIMIZATION) and archived redo log file deletion policies (CONFIGURE
ARCHIVELOG DELETION POLICY).

Backs up only those data files that have not been backed up at any SCN.

This option is a convenient way to back up only the new data files. When you use the
BACKUP DATAFILECOPY ALL command to back up disk backups that are part of an
incrementally updated backup strategy to tape or Oracle Cloud, using the SINCE TIME
clause also backs up data files that are already backed up. Use AT ANY SCN to only
back up new data files that have never been backed up.

Backs up only those archived redo log files that have not been backed up at least
integer times.

Note: You can only specify NOT BACKED UP integer TIMES when backing up archived
redo log files into backup sets.

To determine the number of backups for a file, RMAN only considers backups created
on the same device type as the current backup.

This option is a convenient way to back up archived redo log files on a specified media.
For example, you want to keep at least three copies of each log on tape.

Specifies the date after which RMAN backs up files that have no backups.

The date stringis either a date in the current NLS DATE FORMAT or a SQL date
expression such as 'SYSDATE-1". When calculating the number of backups for a file,
RMAN only considers backups created on the same device type as the current backup.
This option is a convenient way to back up data files that were not backed up during a

previous failed backup. For example, you back up the database, but the instance fails
halfway through. You can restart the backup with the NOT BACKED UP SINCE TIME

clause and avoid backing up those files that are already backed up. If AS BACKUPSET
is specified, then this feature is only useful if RMAN generates multiple backup sets
during the backup.

When determining whether a file has been backed up, the SINCE date is compared with
the completion time of the most recent backup. For BACKUP AS BACKUPSET, the
completion time for a file in a backup set is the completion time of the entire backup set.
In other words, all files in the same backup set have the same completion time.

ORACLE

2-49



Chapter 2
BACKUP

skipSpec

This subclause specifies which files to exclude from the backup. Refer to skipSpec::= for the
syntax diagram.

Syntax Element Description

SKIP Excludes data files or archived redo log files according to the criteria specified by the
following keywords.

Note: You can also specify this option in the backupSpec clause.

INACCESSIBLE Excludes data files or archived redo log files that cannot be read due to 1/O errors.

A data file is only considered inaccessible if it cannot be read. Some offline data files
can still be read because they still exist on disk. Others have been deleted or moved
and so cannot be read, making them inaccessible.

OFFLINE Excludes offline data files.
READONLY Excludes read-only data files.

Examples
Example 2-13 Backing Up a Database

This example starts the RMAN client from the operating system command line and then
connects to a target database using operating system authentication. The BACKUP command
backs up all data files, the current control file, the server parameter file, and archived redo log
files to the default storage device:

% rman
RMAN> CONNECT TARGET /
RMAN> BACKUP DATABASE PLUS ARCHIVELOG;

Example 2-14 Backing Up a Sparse Database

This example uses the BACKUP command to backup a sparse database in the backup set
format and the archive log.

RMAN> BACKUP AS SPARSE BACKUPSET DATABASE PLUS ARCHIVELOG;

Example 2-15 Backing Up Multiple PDBs

This example connects to the root using operating system authentication and then creates
backups of the PDBs hr pdb an sales pdb.

$rman
RMAN> CONNECT TARGET /
RMAN> BACKUP PLUGGABLE DATABASE hr pdb, sales pdb;

Example 2-16 Performing a Cumulative Incremental Backup

This example backs up all blocks changed in the database since the most recent level O
incremental backup. If no level 0 backup exists when you run a level 1 backup, then RMAN
makes a level 0 backup automatically. Any inaccessible files are skipped.

BACKUP
INCREMENTAL LEVEL 1 CUMULATIVE
SKIP INACCESSIBLE
DATABASE;
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Example 2-17 Distributing a Backup Across Multiple Disks

This example backs up tablespaces to two different disks and lets RMAN perform automatic
parallelizatio